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1 INTRODUCTION

This document details the minimum system requirements for pharmacies and wholesalers
connecting to Solidsoft Reply’s National Medicines Verification System (NMVS).

11 SYSTEMS

Solidsoft Reply’s NMVS provides pharmacies and wholesalers with access to the
following systems:

1. The main NMVS via an Application Programming Interface (API), for the purposes
of decommissioning or verifying the active/decommissioned state of medicinal
packs.

2. Portals (accessible via Internet browser):
o Administration Portal.

o Emergency Verification Application Portal.

2 ACCESS TO NMVS VIA API
Pharmacy and wholesaler information systems must be able to:
= Make REST API calls over the HTTP communication protocol.
= Use TLS 1.2 with specified supported cipher protocols (see list below).

= QObtain a security token from an Open ID Connect endpoint.

The list of supported cipher protocols is:
= Preferred protocols (for maximum security):
o TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (0xc030)
o TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256 (0xc02f)
= Other supported protocols:
o TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384 (0xc028
o TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256 (0xc027)
o TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)

o TLS_ECDHE_RSA WITH_AES 128 CBC_SHA (0xc013)
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o TLS_RSA_WITH_AES 256_GCM_SHA384 (0x9d)
o TLS_RSA_WITH_AES_128 GCM_SHA256 (0x9c)
o TLS_RSA_WITH_AES 256 _CBC_SHA256 (0x3d)
o TLS_RSA_WITH_AES_128 CBC_SHA256 (0x3c)
o TLS_RSA_WITH_AES 256 _CBC_SHA (0x35)

o TLS_RSA_WITH_AES_128_CBC_SHA (0x2f)

= From NMVS RY7 the following cipher suites will also be supported:
o TLS_DHE_RSA WITH_AES 256 GCM_SHA384
o TLS DHE_RSA_WITH_AES_128 GCM_SHA256
= Note: We strongly recommend use of DNS names rather than IP addresses to connect
to the system and for whitelisting in the local firewalls.

3 PORTALS

To use the Administration Portal or Emergency Verification Application Portal, pharmacies
or wholesalers will require:

= Any modern web browser that is HTML 5 compliant.

= Access to an email account to enable Two Factor Authentication.
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