EMVS3539 NMVS Portal User Guide for
Local Organisations

Applicable ToSolidsoft Reply NMVS Release 18
Published:March 2026
Version:15.0

Audience:Pharmacies, Wholesalers, Hospitals via NMVOs

2’ REPLY

SOLIDSOFEubliC



Revision History

* Complete Revision Histacgn be found within the appendix.

X REPLY

SOLIDSOFELIblic



Document Approval

Role/Title  Signature Meaningof Signature

David Joyce | Author f;g&?;“;fsggtca“ﬁme"”mePDFSig”O”Sheet | am signing to certify this document has been
producedfollowingthe prescribedprocessandthat it
meetstechnicalrequirements

Steven Development f;g;?éthZgﬁf;?;i“ted”the PDFsignoff sheet | am approving this document to clarify that it meets

Sloggett Lead technical requirements.

Rizwan Project %g&?é“;izggf:ﬁmed”me PDFsignoff sheet | am approving this document to certify that it meets

Rehman Manager business requirements.

Matt Senior CSV | Plonaturesdocumentedn the PRFsIgnof sheet | am approving this document to certify that it meets

for this presentation
Stellmacher | Consultant quality and compliance requirements.

*Note that date will be automaticallyaddedby the electronicsigningtool. If signingby hand, pleaseincludedate. If date andtime are not shown
underelectronicsignaturesthe audit trail at the backof this documentshowsthe date andtime of signature

X REPLY

SOLIDSOFEubliC



Portal User Guide for Local Organisations

Introduction

ThisUser Guide providesguidanceto LocalOrganisationgi.e.
PharmaciesWholesalers,and Hospitals)on the usageof the
NationalMedicinesVerificationSystem

Theexamplesusedin the slidesmay presentdata specificto a
Wholesaleraccount,or a Pharmacyaccount,but all processes
and features are equally applicableto the above organisation

types

Prerequisiteso the RegistrationProcess

The following are required prior to a Local Organisation
beginningthe registrationprocess
1.TheNMVOhasagreedwith the LocalOrganisatiorthe Prime
Contactanda set of KnownFacts

2.The NMVO has sent the Prime Contact of the Local
Organisatioraregistrationemail

Terminology

National Medicines Verification Organisation (NMVO)

The organisation set up by national stakeholders to manage|the

National System and medicine verification for that country

National Medicines Verification System (NMVS)

A system in the European Medicines Verification landscape that

serves as the verification platform for one country. Local

hNBIFIyAalidAaAzya OKSO] I LINRPRdAzOG Qa

to this system

Local Organisations
The organisations required to use the NMVS to check a
LINE RdzO(G Qa | dzi KSy G4A OAG e

Prime Contact
The first point of contact in the Local Organisation for the
registration process

Known Facts
A pre-agreed set of challenge questions and answers used to
verify identity during the registration process and known only
to the NMVO and the Local Organisation

I dzii K Sy G A
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Introduction to Users and Clients

Users

A A User of the system is a physical user, i.e. a person.
A A User interacts with the NMVS through the NMVS

Administration Portal and the NMVS Emergency Verification

Portal.
A A User requires an NMVS account to login to the
Administration Portal and Emergency Verification Portal.

A A User account is associated to one or more User Roles that

defines the permissions available to the user.
A User Roles are defined through the NMVS Administration
Portal. User Roles may be provided the full permissions s
or a reduced permissions set.

et,

Clients/ClientSystems

A A Client of the NMVS is another IT system (i.e. a
Wholesaler/Pharmacy/Hospitél System)

A The Client System interacts with the NMVS through a
technical interface and is issued with Client System

Credentials

A Itis possibleto modify the permissionsetfor a ClientSystem
throughthe Portalwithin the limits of the permissionf the
organisatiortype.
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Local Organisation Registratidamail Invitation

The NMVO initiates the Local Organisation
registration processthrough its NMVOPortal.

[Test] National Medicines Verification System (NMVS) Registration

Yahoo/Inbox

As part of that process,the NMVO will send
the Prime Contactof the LocalOrganisationa

registration email inviting them to register. \

Uponreceipt of the registration email, clickthe
link in the registration email (or copyand paste
the URLInto the browseraddressbar).

Note: Please check your spam/junk emalil
folder if you are expectingthe mail but it does
not appearin your inbox.

Note: The URLIin the email will be unique to
the associatedregistration. The validity period

Is stated in the email. If registration is not
completed within the time frame, contact the
localNMVQ,

To: orgusermanageri@yahoo.com

g‘ solidsoft.emvs.nbsdv@reply.com <solidsoft.emvs.nbsdv@reply.com>

) Dear Test User,

This is an invitation to register with the NMVS.

Please follow the link below to register your organisation:

) https://portal-test.nmvo.eu/Registration/994cd973-2dff-460e-9293-0d364b1ece34

This registration link will expire in 45 days.

Kind regards,
National Medicines Verification Organisation

This is an automated message - please do not reply directly to this email.

“«a @ B -

_}
=

Fri, 22 May at 10:08
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Local Organisation Registratiddnown Facts Challenge Screen

Oncethe registration link hasbeenopenedin a web browser,
the Known Facts challenge screen is presented (example
screenshownto the right).

During the NMVO/Local Organisation engagementprocess,
the LocalOrganisationwill have agreed(or been provided) a
set of questions and answersup to a maximum of 5 (the
WYy 204 y0.0 & Q0

ThePrime Contactis required to input the agreedanswersto
all challengequestionsin the text boxes
1. ExampleChallengeQuestionl (RegistrationNumber)
ExampleAnswerl (12345678

National Medicines Verification System

Hello, Sample Org

Please answer the known facts of your organisation.

All known facts are case sensitive, please ensure they are
correct.

Registration Num

12345678

License Num

87654321
/|

2.
3. ExampleChallengeQuestion2 (LicenseNumber)
4. ExampleAnswer2 (8765432)

2 KSy +ff FyagSNA KI @S 06SSy
initial Super User account.

The User name and Email are auto populated\
Enter the new password and confirm the new password.

Click complete to finish the registration process.

Once completed, a message detailing that the registration was

successful will appear.

National Medicines Verification System

Register Organisation - Step 2

Email orgusermanager1@yahoo.com

Note that your password must be at least 8 characters with at least 1 character from the
following types:

User Name

New Password

N
w=! Confirm Password

* Uppercase characters
* Lowercase characters
* Digits and Non alphanumeric characters (1$%&=+@#.-)

Complete

P} National Medicines Verification System

Terminology

Super User

A user in the super user role, that grants
them the full set of permissions for their
type of organisation.

The first user created during the registratio
process will be a super user.

=]

It should be noted that the Super User role
is immutable, i.e. it cannot change and will
persist. It is recommended to use an email
account specifically set up with this in mind.

Your registration was successful.

Your registration is confirmed. Follow the link and use

your details to sign into the NMVO Dev Name
Administration Portal.

Login to Medicines Verification Portal
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Home Page & Login/Logout
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User AccountLogin to the Portal

Note the language dropdown
" ORSTFlI dt 6SR G2 a
& English - \ dropdown is only present in
multilingual markets, and allows
the user to specify in which

language they prefer to use the National Medicines Verification
system.

9YGSNI GKS
System email address).

+ nmvosuperuser@example.com
From this web site

X

From this web site

From this web site

Auto-compler=
nmvs.ssr+ncalUser@gmail.com N N
From this web site (ConfigurationsE=le))

pharmacysuperuser@example.corrﬂ (

account.

nmvs.ssr+pharmacy@gmail.com

From this web site Password 3

nmvs.ssr+pharmaSuper@gmail.com
From this web site

nmvs.ssr+SSRUser2@gmail.com
From this web site

@/ dots.
|

) Sign In
nmvs.ssr+wholesaler@gmail.com
From this web site

If you have forgotten your User Name, please contact a User
pharmacist@example.com i E U ¥ presented'

. . Administrator in your Organisation.
From this web site = i B

A A L

Home > Users > Forgot Password

Medicines Verification Administration Portal

Forgot Password

* Email

X REPLY Copyright © Solidsoft Reply 2025 Environment : Test Build Number : 17.0.25140.3

i ) 0

The footer displayscopyrightnotice, environment, build numberandreleasenumber,

2. Auto-complete feature is turned on/off depending on the market. Please
nmys.ssr+it.supplier@gmail.com Authorised Users Orlly = _contact your NMVO for more details.

¢ nmussssrenca@gmail.com User Name Note: The autacomplete feature supports strong passwords. Disabling this
feature may lead to weaker passwords and a potential compromise of an
Show password button can be clicked to display password as text instead of
4. [ tA0] W{A3y LyQod

phanna(_:ysuperL_Jser@example‘oom If you have forgotten your password, please use the following link 6. If tbe U§8I has fgrgot:[en their password anq WantSAtO rgsgt it, then they can
omihs et S and carefully follow the instructions: Password Reset / astsou uUuKS Wt F aag2NR wSasio f A y“l [0)

W ASNI bEYSQ FYR Wt aas2NRQ A

5. 1T FGISNI Ot AO1TAYy3 W{A3Yy LyYyQ (GKS ! dziK2NRA&I

7. 1 &SN OFly SyiGaSNI GKS W' aSNIblYSQ AdSPp NEB
email will be sent to the specified email address to reset their password.

Release : R17

andis presenton all screens
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Invalid Login Credentials

National Medicines @ engish ~ National Medicines

@ English ~ - -
Verification System Verification System

Authorised Users Only Authorised Users Only

lame can't be empty. The credentials you provided were incorrect. Please
ord can't be empty. mnflrm your User Name and Password and try
again.
User Name

User Name
User Name can't be empty.

Password Password

S _n

Sign In
Signin
If you have forgotten your User Name, please contact a User
If you have forgotten your User Name, please contact a User Administrator in your Organisation.
Administrator in your Organisation.
If you have forgotten your pa d, please use the following link
If you have forgotten your password, please use the following link and carefully follow the instru d Reset

and carefully follow the instructions: Password Reset

-& REPLY
% REPLY SOLIDSOFT

SOLIDSOFT
Copyright © Solidsoft Reply 2025
Copyright © Solidsoft Reply 2025

If a blank Username or Password is entered in the field and the If invalid login credentials are entered on the login screen, the
W{AIY LYyQ odzidi2y Aa OfAO1SRZI Iy SNNBNJ YSaal3aS ¢l NY messhgelskisplayed:KS FASE R
cannot be empty is displayed.

Gae¢KS ONA Sy é e 2dz LJN.EQ RSR 6SNBE AyO2N]

82dzNJ | ASNJ bt s FYR thaag2NR FyR GNEB F3FAY

The combinations that can trigger this message are:
A Vvalid Username + Incorrect Password

o
A Invalid Username + Valid Password ‘
A Invalid Username + Invalid Password REPLY
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This screen appears after
multiple unsuccessful login
attempts and indicates that
the account is locked. The
user may wait until the
lockout period expires.
Alternatively, an
administrator can manually
unlock the account before
the timeout ends.

Locked Out Screen

National Medicines Verification
System

Locked out

This account has been locked out, please conmtact your system

administrator!

X’ REPLY
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If a user accountis suspended, or an organisation that the user
belongs to is suspended, or all the locations of a location user are
suspended or deactivated, then the user will see the login page
with a message. If the user is logged in at the time they or the
organisation is suspended, the user will be logged out. The
example shown is a user suspended by the organisation.

Other scenarios and their associated messages are as follows:

AOrganisationSuspended:
"This Organisationhas been suspended. Please contact your
bath F2NJ Y2NBE AYyTF2NXI GA2Yy da

ASuspended by NMVO:
"This account has been suspended by the NMVO. Please contact
your NMVO for more information."

ASuspended for Inactivity:
"This account has been suspended for inactivity. Please contact
your NMVO for more information."

ASuspended or Unavailable Location:

"All user locations are either suspended or unavailable because
they have been deactivated, deleted or transferred. Please
contact your NMVO for more information.”

ASuspended Location (EVA portal only):
"The selected user location has been suspended. Please contact
your NMVO for more information."

Suspended Screen

@ English ~

National Medicines
Verification System

Authorised Users Only

This account has been suspended by the
Organisation. Please contact your Organisation for
more information.

User Name

Password

Sign In

If you have forgotten your User Name, please contact a User

Administrator in your Organisation.

If you have forgotten your password, please use the following link

and carefully follow the instructions: Password Reset

X REPLY
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Force User to Change Password Screen

National Medicines
Verification System

@ English ~

Authorised Users Only

You need to change your password. You must create
a new password by following this link.

Change Password

User Name

nmvs.ssr+nmvolser@gmail.com

When a Super User from an Organisation selects the

specific user, the next time that user logs in, they will

see a prompt informing them to change their _B
password.

I L2y Of AO1AY3 GKS W/ KLy 4 S
be redirected to the Change Password screen (refer

the Change Passwordection in this guide for more If you have forgotten your User Name, please contact a User
detai IS) . Administrator in your Organisation.

If you have forgotten your password, please use the following link

and carefully follow the instructions: Password Reset

> 4 REPLY Copyright © Environment : Test Build Number : Release : R17
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2 KSy I !aSNRa LI aagz2NR SE
displayed to the user to change the password. When
GKS dzaSNJ Of A01a GUKS W/ KlI=y
be taken to the Change Password screen (see Change
Password section in this guide)

Expired Password Screen

@ English ~

National Medicines
Verification System

Authorised Users Only

Your password has expired. You must create a new
password by following this link:
Change Password

User Name

; 7] 0]
nmvs.ssr+nmvoUser@gmail.com

Password

Sign In

If you have forgotten your User Name, please contact a User

Administrator in your Organisation.

If you have forgotten your password, please use the following link

and carefully follow the instructions: Password Reset

P

REPLY

SOLIDSOFEublic



User Account Two Factor Authentication

Thisscreenis displayedafter the userenter correctUsernameand Passwordand clicklogin

Terminology

Two Factor Authentication

For improved security of the NMVS
portal, Two Factor Authentication is
employed in the login process.

Two Factor Authentication requires an
Authorisation Code to be entered in
addition to the user password.

The Authorisation Code is sent to the
email address of the registered user.

The Two Factor Authentication step
applies to all login attempts for all user

EMVS Authorization <emvsauthorization@emvs.eu> National Medicines Verification

to new.nmvo.user+TestWholesaler@gmail.com -

Dear user,

Your authorisation code is: 774106

System

Authorised Users Only

Please enter your Authorisation Code

Kind regards, An access code has been sent to your registered email address.

National Medicines Verification Organisation The code must be used within the next 5 minutes.

If you hawven't received an email or the code expired, click the link to

receive a new code. Send new code

Code

1. Enter the Authorisation Code from the
email into the Codefield.

U)

2. Note that the Authorisation Code expires
within 5 minutes of being sent to the
registereddza Sexigil@address

3. ClickW/ 2 y (itd pfodr&sSo the Portal.

4. To return to the Login screen,click W{ { I NIi
I 3LAYQ

774106

Continue

X REPLY
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User AccountHome Screen

The current page is

Upon successfullogin to the portal, the Home displayedhere.
screenis presented /
. Home [
The Users page provides accessto the User * L. . . .. .
Managementfeatures -% REPLY Medicines Verification Administration Portal
SOLIDSOFT

The Locationspage provides accessto Location \ CHANGE YOUR PASSWORD HELP AND ADVICE
Managementfeatures

Home It's recommended that you change your password on a regular basis to This section of the site contains useful information about how to use the

. ensure that your account remains secure. system.
The Reports page provides accessto Report U
Request& Managementfeatures e New passwords must be & characters long with at least 1 character from User M "
the following types: ' ser Managemen

The User Rolespage allows the user to manage Locations « Endpoint Administration
the authorisation roles of the organisation * Upper case characters

Reports + Reports

i . . * Lower case characters
TheClientRolespageprovidesaccesgo Location
Managementfeatures User Roles . Numbers There are also details in this section about how can contact the Solidsoft
\ Reply NMVO service Desk
The Client Credentialspage allows management Client Roles * Special Characters '$%8~+@#.-_
of organisationalcredentialsand their secrets
IT Supplier Qualification page to manage Test
Books(subjectto permissions) S IT supplier Qualification
;I;)hg g::::r?egdasswordpageaIIows the password === Change Password This button presents the This button links to the local
g Change Passworpage NMVO website

Help and Advice
The Help and Advice page points to the local = >
NMVOwebsite. e
Clicking®[ 2 3valldpgadt the currentuser. %

- - - - . - . - - - .

NOTE: The Users, Locations, Reports, Client Roles, User Roles, Client Credentials, IT Supplier Qualificasarf the menuwill be available to the user _% REPLY

subject to permission. SOLIDSOFT .
uplic



Logout Screen

This is the logout screen. It . -
will be presented to the user National Medicines

on logging out of the system. Verification System

@ English -

Note the language
dropdown (defaulted to
GOy It AAKEVLD ¢ 3 RNJI You are now logged out

also present on the Iogin Please follow the link ta log in again to Medicdnes Verification Portal

screen and allows the user
to specify in which language
they prefer to use the
system.

To return to the login screen,
click the link indicated

GaSRAOAYSEA £SNATAOI
t 2N ¢ Copyright © Solidsoft Reply 2023
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This is the screen that is
presented when there has
been no activity, by the
currently logged in user, for
a defined (configurable)
period of time, usually 30
minutes.

By clicking on the link
indicated and rdogging in,
the user will be returned to
the page and part of the
system that they were on
when the session expired.

Timeout Session Screen

National Medicines
Verification System

Login session expired
Your login session has expired.

Flease click here to refresh the page and login.

X' REPLY

SOLIDECFT
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User Management
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User ManagementMain (1)

The User Management
functions are found on the — Columns can be shown /
Y AaSNERQ LI 3ASH Export user data, only for the Last Authentlcgtlo_n Attempt shows most hidden by (de)selecting the
S organisation that the logged in user recent authentlcat[on attempt and the checkboxes
_% REPLY is part of. Two formats, Excel or CSV outcomec red = failed green = successful T
SOLIDSOFT User Name

Prime Contact

o
W

/£t A0l W/ NBIFGSQ (2
/ process of creating a new user

R
w»
el
o
w

IPYNEKPr2y 510680 RyRAOIGSA 0 2 F

Secondary Contact

Home when the user was created by the
Users organisation'suser administrator. gy [[4 super user
3 ((ses ) EER =R« Sp———
Location Id
User Name Prime Contact Super User Account Status Locatio... User Roles Creation Da... Last Authorise... LastAuth. Attempt.. Create.. Created By ...
Locations Location Name
> Filtered - Fitered - Fitered - All- Filtered = All-
User Roles
Reports nmvs.ssr+ExpiredPassword@... x x X Active Location 6 Stock Checker @ 17/11/2025 specflow Organisation &' W ©® 2 Creation Date
Row records ;
can be filtered nmys.ssr+IncorrectPassword... X X X Active Location 6 Stock Checker @ 17/11/2025 specflow Organisation| & @ E 2 Last Authorised Access (UTC)
Last Authentication Outcome And Timestamp (UTQ)
nmus.ssr+invalid2FactorAuth... b4 X b4 Active Location 6 Stock Checker @ 17M11/2025 specflow Organisation| &' W ® 2 Created By
The columns are [v] isati
. . - - — 174 Created By Organisation
sortable.Click a headlng nmvs.ssr+LockedOutUser@ Indicates that user has X Locked Location 6 Stock Checker @ 17/11/2025 specflow Organisation| ' W' Q 2 Actions
to sort or toggle direction. -
99 nmvs.ssr+5uspendedUser@ the Super User role. b Suspended Location 6 Stock Checker @ 17/11/2025 specflow Organisation| & W'D 2
. B Actions are described
IT Supplier Qualification s, cer+Usarsus ) . _ ) 3
3 pendedBy... x x Suspended by NMVO  Location 6 Stock Checker 17/11/2025 specflow Organisation| & WO 2 ina |ater Sllde
Change Password nmvs.ssr+wholesaler! @gmail... X AX v Active Location 6 Wholesaler fliper User @  17/11/2025  17/11/2025 15... @ 17/11/2025 15:58:% specflow Organisation| &'
Help and Advice nmvs.ssrZblesaleronBoar... k. < * Onboarding !t A c‘o Ay I WL Q [r10s o2 Yy LINE GA RS 3 specflow Organisation -4 Pl .
A list of permissions on the L.a.StAUthOrlsedAcceSS shows
Logout particu|ar role timestamp of most recent
access to portal or EVA
Previous plee bge 1 ¢ of1 10rows v lex
Active
- - " 1 _ L The Prime Contacind Locked
[ . fs 5 3
¢CKS Wi asN) bk YSQ FAIJER REQIMalyBéhtact columns The account status onboarding
S| OK dza SN a SYLIIA € H RRNB ﬁ’(ﬁcgt %wer USQS) =——— Ccan be one of the S ded
i ) . uspende
name.The pime contact user who can be contacted by following values:
will have their name displayed in NMVO Suspended by NMVO ) )
parenthesis. : % st e Note: The user accounts listed in the
Suspende: NMVO (Locke . . .
P Y NMVO (Locked) following slides are generic user

| LSUSPE”“E“ by NMVO (Onboarding) accounts and do not map to the

Gt 38 ySEGET aLI IS LINBGA2Zdzaé | yR | ) { )
controls can be used to scroll through list of users [ suspended by NMVO (suspended) accounts made in the previous slides

(depending on number of records) suspended for inactivity @
suspended for inactivity (Locked) % R E I L I
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User ManagementMain (2)

Home - Users 2, = ~ 2
. . . . . . ¢CKS WIOuAz2yaQ FTASE
Test Medicines Verification Administration Portal . )/_ 1
icons to represent the various
users _~"| actions that can be performed
User Name Prime Contact _ Super User Account Status Location ... User Roles Creation Da... Last Authorised Ac... Last Auth. Attempt (UTC) Created... Created By ... i
Filtered = Filtered = Filtered = All~ Filtered = All~
nmvs.ssr+AssignedToDeletedLoc... X X X Active ¢ Invalid Local Pharmacist User @ 18/11/2025 specflow Organisation f i' ® p . l
nmvs.ssr+ExpiredPassword@gm... X X X Active C Pharmacist User @ 18/11/2025 specflow Organisation & W 2 -
nmys.ssr+incorrectPassword@g... X X X Active « Pharmacist User @ 18/11/2025 specflow Organisation & W © 2
nmvs.ssr+LocationSuspended@g... X X X Active 4 Pharmacist User @ 18/11/2025 specflow  Organisation f i ® ’ ReaSS|gn
nmvs.ssr+LockedOutUser@gmail... X X X Locked 4 Pharmacist User @ 18/11/2025 specflow Organisation f i “ ® , Secondary ContaCt
nmvs.ssr+pharmacy1.Super@gm... X X v Active Pharmacy Super User @ 18/11/2025 specflow Organisation y‘ :. A‘* i' ® ) Rea.SSignS an
nmvs.ssr+pharmacy1@gmail.co... v X v Active Pharmacy Super User @ 18/11/2025  18/11/202509:16:31 @ 18/11/202509:16:31  specflow Organisation p’ Organ|sat|0n
nmvs.ssr+suspendedUser@gmail... X X X Suspended 4 Pharmacist User @ 18/11/2025 specflow Organisation & W'D @ Secondary
nmvs.ssr+UsersuspendedByNMV... X X X Suspended by NMVO ¢ Pharmacist User @ 18/11/2025 specflow  Organisation f i' ® p ContaCt from one
super user to
nmvs.ssr+wholesalerOnBoarding... x X X Onboarding C Pharmacist User @ 18/11/2025 specflow Organisation f @ i ‘. another super
B user.
Page 1 < of1 10rows v
* u v
Edit a user _ . . o .
Delete a user Unlock a user Suspend a user Reinstate a user Reassign Prime contact Resend Invitation Email  Force Password Reset
/ KFy3asS (KS dza SNRa o . : S,
y3 Permanent E‘]%Ietlon The answer for when a Suspension disables a Reinstates a user Reassigns an Resends the invitation  To force the affected
role(s) or their default . . k k o . ;
location of a user. The user has locked their user from being able tdollowing a suspension,  Organization prime email to the user for user to choose a new
If the user is the prime  @ccountis not account after too many logintothe  enabling them to loginto ~ contact from one activating their password on the next
contact. first and last recoverable. failed login attempts Administration Portal or the Portals again. super user to another account. login.

(after 5 attempts). the Emergency super user.

e - o
Verification Application. % REPLY

SOLIDSOFEubliC
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User ManagementCreate User (1)

Fields marked with aed asterisk *are mandatory

Enter the email address of the new user.

* Email

User can optionally specify the location
that will be automatically assigned to the

User Location

) Test Location 1 %

new user when accessing the EVA portak=—

The User Role must first be defined
(through the User Rolepage) for the
new user account being created.

The possible User Roles are listed in the—"
Y aSNJ w2fSaQ o62E®

{ St SO0 GKS ItdzpoSshhletd NP f
assign multiple roles to a single user.

* User Roles

Pharmacist User @ X Pharmacy Administrator €@ X

Pharmacist User: Allo|

3 nmvs.ssr+suspended@gmail.com

Pharmacy Administrguor: Allows the user te manage users, locations, and clients \or the organisation

Create User X

vs the user to perform transactions using the Emergency \erification Portal

1. /1t A0 1A® 2y GKS wL[Q A

Close listing all the permissions for that role

beside a User Role will popup a dialog

In this example a new user is created
gAUK 020K GKS wt Kl NXYI
Wt KI NYIFOé ! RYAYAaidN

/| fA01 GKS WFRBEFGSQ

An invitation email is sent to the new
user to begin the registration process.

« Packs - MarkAsDestroyed: Allows the actor to mark a pack or

packs as destroyed

« Packs - MarkAsSample: Allows the actor to mark a pack or packs

as sample

« Packs - MarkAsSupplied: Allows the actor to mark a pack or packs

as supplied

Pharmacist User X

Close

v

Pharmacy Administrator X

« Client Roles - Control: Allows the actor to create, update and delete roles for their client credentials

« Equipment - Control: Allows the actor to create, update and delete client equipment within their organisation

» Locations - Control: Allows the actor to create and update locations within their organisation

« Qualification Testing - Control: Allows the actor to view and manage IT Supplier Qualification within the NMVS Administration
Portal

« User Roles - Control: Allows the actor to create, update and delete roles within their organisation

« Users - Control: Allows the actor to create, update and delete users within their organisation

Close

X REPLY
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User ManagementCreate User (2)

Users

Export CSV Export Excel Al ~
User Name Prime Con... Seconda.. SuperUs... Account Status Loc... Locati... User Roles Creation Da...  Last Authorised Access (UTC) Last Auth. Attempt (UTC) Created By Create... Actions
All - All ~ All ~ All ~ All ~ All ~
nmys.ssr+wholesalerOn... X X X Onboarding Rd,dE.aE'hE Pharmacist User @ 06/03/2026  05/03/2026 12:17:36 05/03/2026 12:17:36 specflow Organi... f @ 'i 4.
nmys.ssr+UserSuspend... X X X Suspended by NMVO  4d6a8e Pharmacist User @ 06/03/2026  05/03/2026 12:17:36 05/03/2026 12:17:36 specflow Organi... f 'i' ® p
nmys.ssr+suspendedus... X X X suspended 4dease 06/03/2026  05/03/2026 12:17:36 05/03/2026 12:17:36 specflow Organi... f 'i' =) ‘9
nmvs.ssr+pharmacy1@... X v Active Pharmacy Super User @ 06/03/2026 14:20:02 ©® 06/03/2026 14:20:02 specflow organi.. &
nmvs.ssr+pharmacy1.5... X v Active Pharmacy Super User @ 06/03/2026 05/03/2026 12:17:36 specflow Organi... f :. =,+ 'i' ® ’
nmvs.ssr+LockedOutUs... X X X Locked Pharmacist User @ 06/03/2026 @ 06/03/2026 13:22:13 specflow  Organi... # Hol O P
. “ IS “ & x & = & . . G = -
When a user is successfull X X Active 9475k LYAGALIfEe& 0KS dzaSNJ 4Af becfiod Sogahiy FWOP Whyoz2l|NRAY
4 . Al aSs a aKz2ey Ay GIKS Wl 002dzyd {GFddzaQ [FASE]
Create, anew entry IS R X . X Active . A4dease Pharmacist User @ specflow  Organi.. S WO P
tAAUSR A UKS WY aAaSNBRQ 0lotftSo x = A X s s A LA PRSP <« &
y ! ¢tKAa ogAff OKIyYy3aAS 02 ! OuABSQ @ KS U0KS dza $NJ KI
nmvs.ssr+IncorrectPass... X X X Active 4d6aB8e Pharmacist User @ Completed the registration process. specflow Organi... f [ ] ’
nmvs.ssr+ExpiredPassw... X X X Active 4d6a8e Pharmacist User @ 06/03/2026  05/03/2026 12:17:36 05/03/2026 12:17:36 specflow Organi... f i ® ’
Previous page Page 1 C of2 10rows v Next page
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User ManagementEdit User

2. The User Name
’ 1. To edit a user select the pencil icon in the Edit cannot be changed.
row of the table for the user you wish to
edit. * Email nmvs.ssr+locked@gmail.com
User Location All Locations \
= 3. The default location can be
* User Roles Pharmacy Super User @ X ( changed.

Pharmacy Super User: Grants the user the full set of permissions

NOTE: When updating a prime
contactuserthe First and Last Name are alsq
displayed.The name will also be visible to Update Close
the NMVO toassist in contact. 'f

4. User Roles may be selected
or deselected. When

N selected a description of the

role is displayed below (if a

description has been

created).

Edit X

p® /A0 findisdlJRFGSQ ({2
* Email pharma¥ysuperNger@example.com the changes.

* First Name super
* Last Name User

* User Roles Pharmacy Super User @ x

Pharmacy Super User: Grants the user the full set of permissions

Update Close

X REPLY
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User ManagementDelete User

To permanently delete a User, select the
bin icon in the row of the table for the user
you wish to delete.

Note: The account is not recoverable.

Delete User X

Do you want to delete the user pharmacyadmin@example.com? 3. Check the User Name is

e correct for the account
you want to delete.

Delete € Close

4. | £t A01 WwW5StSGSQ (2 RStSGS (KS dza SN

X REPLY
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User ManagementUnlock User

1. To unlock a user (following account
suspension due to too many failed login
attempts), select the open padlock icon in
the row of the table for the user you wish

to unlock.
Unlock User X
Do you want to unlock the user nmvs.ssr+locked@gmail.com? 2. Check the User Name is
— correct for the account
you want to unlock.

3. /fA0] Wl yt201Q (G2 dzyft 201 GKS dzaSNJ

X REPLY
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User ManagementSuspend User

1. To suspend a user and disable their account
from accessing the Administration Portal or
the Emergency Verification Application,
select the stop icon in the row of the table
for the user you wish to suspend.

Suspend User X

) ».  Check the User Name is correct for
Do you want to suspend the user pharmacist@example.com? the account you want to suspend

3. / £t A0] W{dzAaLISYRQ (2 adzalLISyR (G(KS dzaSNJ

X REPLY
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User ManagementReinstate User

1. To reinstate a user (following account
suspension), select the tick icon in the row
of the table for the user you wish to
reinstate.

Reinstate User X

Do you want to reinstate the user nmvs.ssr+suspended@gmail.com? <€

2. Check the User Name is
correct for the account you
want to reinstate

Reinstate Close

3. /tA01 WwSAyaidlrisQ G2 NBAyadlds GKS dz SN

X REPLY
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User ManagementReassign Prime Contact

The Super user can reassign an
2 NH I y A grimé dotabt@rdm one
Super User to another Super User. Only

Users
Export CSV Export Excel
User Name Prime Cont... Secondary...
Filtered ~ Filtered ~

nmys.ssr+AssignedToDeletedLocation@gmail.com x X
nmys.ssr+ExpiredPassword@gmail.com x X
nmys.ssr+IncorrectPassword@gmail.com x X
nmvs.ssr+LocationSuspended@gmail.com x X
nmys.ssr+LockedOutUser@gmail.com x X
nmvs.ssr+pharmacy.Super@gmail.com (Theta Pi) x v

superusers with no associated locations
can become the prime contacA
secondary contact can also be assigne

7

c‘i..

¢CKS Wt NAYS /2yl gAff
be shown in action list for the
other super user who can be
YIRS a Wt NRYS /

the Organisation.

STy

T2N

ENEN

specflow

specflow

specflow

specflow

specflow

Super User a . Last Auth. Atte...
as the prime contact.
Filtered Filtered ~
x Active ¢ Invalid Location Pharmacist User @ 18/11/2025
X Active € Pharmacist User @ 18/11/2025
X Active € Pharmacist User @ 18/11/2025
x Active H Pharmacist User @ 18/11/2025
x Locked [3 Pharmacist User @ 18/11/2025
v Active Pharmacy Super User @ 18/11/2025

specflow

All~

On selection of the given
Wt NAYS /2y il OGQ A
present a popup where the
user can enter the relevant
WCANRBRGO bl YSQ
for the new Prime Contact.

Organisation

Organisation  &*
Organisation | ﬁ ¢
Y

Organisation

Organisation

Organisation

Users

Prime Cont... Super User Account Sta..  Location Name ... LastAuthorised ... Last Auth. Atte...

Filtered ~ Filtered ~ Filtered ~ All > Filtered ~
nmys.ssr+AssignedToDeletedLocation@gmail.com X X X Active & Invalid Location Pharmacist User @ 18/11/2025
nmvs.ssroExparedPassword(J LIJ t N‘y\ Y‘ é / 2 y‘ l:| | C) ’fj Q Acan | é 6 é g\asﬁacm User © 18/11/2025
nmvs.ssr+incorrectPassword UpdatEd and the name Of the X Active € Pharmacist User @ 18/11/2025
user is included in parenthesis.

nmvs.ssr+LocationSuspendeg X Active é Pharmacist User @ 18/11/2025
nmvs.ssr+LockedOutUser@gmail.com / X X X Locked € Pharmacist User @ 18/11/2025
nmvs.ssr+pharmacy1.Super@gmail.com (Alfa Romeo) v Active Pharmacy Super User @ 18/11/2025
nmvs.ssr+pharmacy1@gmail.com X v Active Pharmacy Super User @ 18/11/2025  18/11/202511:0... @ 18/11/202511:
nmvs.ssr+SuspendedUser@gmail.com X Suspended € Pharmacist User @ 18/11/2025

Prime Contact Ug£r Dftails X

Email nmys.ssr+phffmacyfsuper@gmail.com

Create... Created By ... * First Name Optimus

All~

specflow Organisation &' | ~ Last Name Prime

specflow Organisation &' M| You are reassigning your organisation Prime Contact. Are you sure you
wish to change this? This will not remove their super user account.

specflow Organisation &* i

specflow Organisation & | Assign Close

specflow Or P L —

specflow Organisation #*'Q 2

specflow Organisation :. 34»

specflow Organisation & 'O 2

REPLY
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User ManagementReassign Secondary Contact

Users
User Name l Secondary Super User ~ Account St: ocation Name User Roles -
Filtered ~ Filtered ~ Filtered ~ All~ Filtered ~ All~
A A . o A = - P - A PPN

nmvs.ssr+AssignedToDeletedL ocation@gmail.com X X b Active & Invalid Location Pharmacist User @ 18/11/2025 specflow Organisation ¢ KS YwS| aaai3l y { SO2 y R N&A y/ a $ ﬁ SOw® 2 y 27T UKS AA DS y Yw

icon will be shown in action list {SO2yRINE /2yulOuQ AO2y>~X AU ¢
nmvs.ssr+ExpiredPassword@gmail.com b3 X X Active € Pharmacist User @ 18/11/2025 specflow Organisation

for the other super user who can a popup where the user can enter the
nmvs.ssr+incorrectPassword@gmail.com X X X Active € Pharmacist User @ 18/11/2025 specflow Organisation (-) S Y I R S I é LP{ S 2 y R I N\E NB* ﬁl@" @Tllu Q qJ C A N\E U b I Y S Q I y R qJ[ I

for the Organisation. for the new Secondary Contact.
nmvs.ssr+LocationSuspended@gmail.com X X X Active H Pharmacist User @ 18/11/2025 specflow Organisation R /
nmvs.ssr+LockedOutUser@gmail.com X X X Locked € Pharmacist User @ 18/11/2025 specflow Organisation y
nmvs.ssr+pharmacy1.Super@gmail.com X X v Active Pharmacy Super User @ 18/11/2025 specflow Organisation f.’. :*' i® ’ .
Secondary Contact User Details X
nmvs.ssr+pharmacy1@gmail.com (Delta Whiskey) v X v Active Pharmacy Super User @ 18/11/2025  18/11/202511:0.. @ 18/11/202511: specflow Organisation p’ ry
nmvs.ssr+SuspendedUser@gmail.com X X X suspended € Pharmacist User @ 1811172025 specflow Organisaton & W'D #
nmvs.ssr+UserSuspendedByNMVO@gmail.com X X b Suspended ... € Pharmacist User @ 18/11/2025 specflow Organisation &* WO 2 Email anS-SSthar’maC}ﬂ .Super’@gma”.com
nmvs.ssr+wholesaleronBoarding@gmail.com X X X Onboarding € Pharmacist User @ 18/11/2025 specflow Organisation #* <7 i # .
* First Name Theta (
Pag| A = 9 o E - - 388 A A
W{SO02yRIFNE /2yidt040Q KI5 588y R (o
ame Phi (

updated and the name of the
Users . . . .
user is included in parentheS|s. o You are reassigning your organisation Secondary Contact. Are you sure

you wish to change this? This will not remove their super user account.

Prime Cont... Secondary.. SuperUser AccountSta.. Locs* .a Name User Roles Creation Da... LastAuthorised .. LastAuth. Atte... Create.. Created By...
Filtered ~ Filtered ~ Filtered ~ All~ Filtered ~ All~
nmvs.ssr+AssignedToDeletedLocation@gmail.com X X X Agiic & Invalid Location Pharmacist User @ 18/11/2025 specflow Organisation & WO P _ C|05€
nmys.ssr+ExpiredPassword@gmail.com X X . Active € Pharmacist User @ 18/11/2025 specflow Organisation & W Q 2
nmvs.ssr+IncorrectPassword@gmail.com X X Active 3 Pharmacist User @ 18/11/2025 specflow Organisation & WQ 2
nmvs.ssr+LocationSuspended@gmail.com ’ X x Active B Pharmacist User @ 18/11/2025 specflow Organisation & W Q P Th .

e Su per user can reassign an
nmvs.ssr+LockedOutUser@gmail.com X X X Locked 3 Pharmacist User @ 18/11/2025 specflow Organisation & el © 2 2 NA | y' A édcandag/ y'oméct from
nmvs.ssr+pharmacy.Super@gmail.com (Theta Pi) x v v Active Pharmacy Super User @  18/11/2025 specflow Organisation & S WO 2 one Super User to another Super User.
nmys.ssr+pharmacy1@gmail.com (Delta Whiskey) v X v Adive Pharmacy Super User @ 18/11/2025  18/11/202511:0.. @ 18/11/202511; specflow Organisation " On |y superusers with no associated
nmvs.ssr+SuspendedUser@gmail.com X X X Suspended € Pharmacist User @ 18/11/2025 specflow Organisation &' "D @ |OC3tI0nS can become the Secondary
nmvs.ssr+UserSuspendedByNMVO@gmail.com X X X Suspended ... € Pharmacist User @ 18/11/2025 specflow Organisation & W © 2 contact.
nmvs.ssr+wholesalerOnBoarding@gmail.com x X x Onboarding € Pharmacist User @ 18/11/2025 specflow Organisation & < i'ﬁ

Page 1 C of1 10rows v
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User Managemeng Resend Invitation Email

Note: At initial creation of a user, an email is sent to the new user to complete their registration. If
somehow this email is lost, the resend invitation email button is available to help with the process.

action list for any users with an account status as
ahyoz2l NRAYy3Ie D

Resend Invitation Email

hy &StSOiArzy 2F GKS FAHSYy WwwSaSyR

LY@AualaAzy 9YIF AL Q A OZnYyduwahtth resend the fvitation email to nmvs.ssr+onboarding@gmail.com?
present avpopupwwhere the user e

Oly OfA01 (KS awSaSyRbé—ndziizy G2

resend the invitation email to
complete the registration.

Resend Close

P

Users
Export CSV Export Excel Al
User Name Prime Cont... Secondary.. SuperUser AccountSta.. Location Name User Roles Creation Da... Last Authorised ... LastAuth. Atte... Create.. Created By... Actions
Filtered = Filtered = Filtered = All~ Filtered All~

nmvs.ssr+AssignedToDeletedLocation@gmail.com X X X Active ¢ Invalid Location Pharmacist User @ 18/11/2025 specflow Organisation f i ® .P
nmvs.ssr+ExpiredPassword@gmail.com X X X Active € Pharmacist User @ 18/11/2025 specflow Organisation & il © @
nmys.ssr+incorrectPassword@gmail.com x x x Active € Pharmacist User @ 18/11/2025 specflow Organisation & WO S
nmys.ssr+LocationSuspended@gmail.com X X X Active i Pharmacist User €@ 18/11/2025 specflow Organisation I i' ® )
nmvs.ssr+LockedOutUser@gmail.com x x x Locked € Pharmacist User @ 18/11/2025 specflow Organisation I i i‘ @ ,

; : icati ® 0.
nmvs.ssr+pharmacy1.Super@gmail.com X v Active Pharmacy Super User @ 18/11/2025 specflow Organisation I ain ot W @ ’
nmvs.ssr+pharmacy1@gmail.com (Delta Whiskey) v v Active Pharmacy Super User @ 18/11/2025  18/11/202511:0.. @ 18/11/2025 11: specflow Organisation j
nmvs.ssr+SuspendedUser@gmail.com X X suspended € Pharmacist User @ 18/11/2025 specflow Organisation j i 9 p
nmvs.ssr+UserSuspendedByNMVO@gmail.com X X X suspended ... € Pharmacist User @ 18/11/2025 specflow Organisation I i' ® ’
nmys.ssr+wholesalerOnBoarding@gmail.com X X X Onboarding Pharmacist User @ 18/11/2025 specflow Organisation ﬂ i ,

evious page Page 1 < of1 ¢ KS GWSé.S)/R LYQ}\U|U7\2)/ gkl)\tﬁ 7\05’)[ é}\ff 0S a
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User Management Force Password Reset

1. To force password reset a user, select the
key icon in the row of the table for the user
you wish to password reset.

Force Password Change

Do you want to force user pharmacyadmin@example.com to change their password?
2. Check the User Name
is correct for the

E cl account you want to
orce ose reset password

A

3. Click 'Force' to reset the user
password

X REPLY
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Location ManagementMain

2 REPLY

SOLIDSOFT

Export a list of locations that are visible to the|
user. |.e., if an organisation level user then al
users in the organisation, if a user tied to a
location, only that location will be exported.
Excel and CSV file formats. See other slide.

Additional location information that confirms
legitimacy of endquser location, such aSPOR
OMS LOC ID (wholesale dealer) or licence

number (wholesaler, pharmacy), or

EudraGMDP information

Allows user to search a list

Locations

\d

Home
l Columns are sortable I\
Users \ ocation Id  Location Name
1a428d8a... Location 3 Exe...
Reports
- 51bcee6s... Location 4 Oxf...
Columns can be filtered l—
SEr ROTES bae51ae5... Location 5 Nor...

Access Locations from the home

LI} 3S o8

Ot AOLAY 3

Client Credentials

IT Supplier Qualification

Change Password

Help and Advice

eaf7efec-... Location 2 Der...

Location Address

Via Antonio Gramsci, 95, Mirto, 87060 CS, IT
Via Panebianco, 345, Cosenza, 87100 CS, IT
Via Dell' Arsenale, 132, Palermo, 90142 PA....
b ey L ipn 9 Re... Vico Ferrovia, 17/18. Napoli. 80142 NA. IT
SP2 G0 A 2TEY [y o P A

Via Materdomini, 60,

\ 4

indisi, 72100 BR, IT

¢CKS W{K2g
hyteQ OKSO|lo02E sAff 2
are locations with pending changes (from the
NMVO). Any location with pending changes will
be listed in bold in the table.

[20FGA2ya ¢

—

<

Location Id

Location Name

Address

Contacl Email

Contacl Phone Number
Contact Details Allowed in AMS
Status

Legitimacy Information
Number of equipment

of locations by Client ID

Search by Client Id

Contact Email

email_3@example....

\

Contact Phon...

|| Show Locations With Proposed Changes Only

Show Equipment Data

Contact Deta...

Following columns can be

displayed / hidden by clicking
iKS wrftaQ odziGi2y
deselecting individual columns

Actions

¥ ntinns -

Search

Legiti...

+33 331 323 6...

email_d4@example.... +34 341 B...
email_S@example.... % 51325 4.
email_9@exal .. +39391 729 ..

Toggle to show/hide each
equipment of locations in

g the table. If displayed, this
will increase the number of
rows in the table.

[@N23
Qx

X

x < X<

All~
GHI 3 Pending
JKL4 O Suspended by NMVO
MNOS 0 uspended
VWX9 2 Active
DEF2 0O Active

Locations can be suspended by the local
Organisation or by the NMVO. To
reinstate the location click the recycle
arrow icon (further instructions on later
slides). When a location is suspended
by the NMVO this will be indicated in
the location status.

Status Location Actions

Al

oy —=—

7S
Ly
s/ WO
~ =/ WO

AN

Each Local Organisation will have at least one Location at which pacb"'

operations are performed.

Each Location shall be defined in accordance with the following stepg

The outcome of this process is the generation of Client System
Credentials, which are required to be implemented in the Client
Systems by thé.ocalh NE |y A aTISiipplry Q &

© =

3

Delete location- Clicking opens a dialog to confirm deletion.

Suspend locatiorg clicking this opens a dialog to confirm suspending
a location

Edit location. Clicking on this icon opens the Locations details page
where the address of the location can be edited, also client =
equipment can be managed (more details in later slides)

d
O,

View location activity for the organisation. Activity data available for
the last 30 days.

Reactivate locatiory, clicking this opens a dialog to confirm reactivating
a suspended location.

Review Proposed Changesvhen the NMVO makes changes to a
location, the Prime Contact is notified of the proposed changes, and an
authorised enduser of the local organisation must approve or reject the
changes.

REPLY

P
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Location ManagementExport

Locations

Export CSV Export Excel
Location Id Location Nan

|

Search by Client I1d

Contact Email

Contact Phon...

Contact Deta...

Search

Legiti...

¥ Options~

A~

Location Actions

Filtered = All~
1a428d8a... Locatigfl 3 Exe... Via Antonio Gramsci, 9§, Mirto, 87060 CS, IT email_3@example.... +33 331323 6.. X GHI 3 Pending y’i‘
A~ - A I3 = '.- + I3 = S .
FEAOLAY3 2y UKS ap &L N L k4 0.0 hh 80 1T email_s@example... +34 341 3246.. v JKL4 0O suspended by NMvO |~ &° T
will popup a dialog. The user can
choose to either open the file in Excel | via Dell' Arsenale, 132, §alermo, 90142 PA.... email_5@example.... +35 351 325 6... v MNOS5 0 Suspended 4 Lo
(or other program), or download it.
- . . . - - ==
Vico Ferrovia, 17/18, Nhpoli, 80142 NA, IT email 9@exampl... +39391 329 .. v VWX 9 2 Active ~ZSEO
Location 2 Der... Via Materdomini, 60, Brifjdisi, 72100 BR, IT b4 DEF2 O Active L W)
@ Opening Locaﬁons,zuésﬁ1-11113-59—392.:5\, X B Page 1 2 of1 5 rows w
You have chosen to open:
ﬂ: Locations_2025-11-11T13-59-39Z.csv
which is: CSV File (2.5 kB)
from: portal-testnmvo.eu
What should Firefox do with this file?
pen with ‘ Excel (default) v
@ ek JftAO1LAY3 2y GKS [G9ELRNI 9EOST ¢ :
] Do this automatically for files like this from now on. button will automatically download Fields that are exported:
and open the file in Excel format. .
rram iy A ocation ID
— A ocation Name
A ocation Address (Address Line, City
Postal Code)
Kontact Email
Kontact Phone Number
A : T B : E E M ‘ KContact Details Allowed in AMS
Location Id Location Name Location Address Contact Email Contact Phone Contact  Status Legitimacy  Number of &tatus
Number Details Information  equipment A_egitimacy Information
! . — _ R — ANumber of equipment
2 |ca2fdff2-10e4-45e4-bbal-4aefab28a32d Location 5 Norwich Via Dell' Arsenale, 132, Palermo, 30142 PA, IT email_S@example.com +35 3513256485 TRUE Suspended by Local Organisation MNO5S 0
3 |145ecdf4-5494-44b6-b58c-2b1cabe08849  Location 3 Exeter  Via Antonio Gramsci, 95, Mirto, 87060 CS, IT  email_3@example.com +33 3313236483  FALSE Pending GHI 3 0
4 | 40feblc4-06fc-4aab-b312-c8eada205572  Location 2 Derby  Via Materdomini, 60, Brindisi, 72100 BR, IT FALSE  Active DEF 2 0
5 @6132338-b44b-4cf9-94b5-a8c1408756c2  Location 4 Oxford  Via Panebianco, 345, Cosenza, 87100 CS, IT email_4@example.com +34 3413246484 TRUE Suspended by NMVO JKL4 0
6 |b295013b-4866-4dbd-9219-06b83356ee14 Location 9 Reading Vico Ferrovia, 17/18, Napoli, 80142 NA, IT email_9@example.com +39 391 329 6489 TRUE  Active VWX 9 3
7 |7009f8bd-34a9-424d-81a3-344963d0af33  Location 1 Bath Viale Pinto Luigi, 1, Foggia, 71122 FG, IT email_1@example.com +31 311321 6481 TRUE  Active ABC1 3
8
9 ®
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SOLIDSOFEublic



Location ManagementAdd Locations

1.
t W/ NBIFGSQ
[20FGA2yQ RALTf 23

OFLGAz2ysz Of A0
RR

odziG2y

To begin the process of adding a
2 3
! gAtt 1 LIISE

W
2. Enter details (address) of the new

location in the popup dialog. Fields with
ared asterisk *are mandatory

Legitimacy Information field is shown here
because field ownership is configured at Local
Organisation level. If Legitimacy information
ownership is set to NMVO level the field will
not be shown at all. Whether field is mandatory
or not is also a system configuration

~

Location Name: The geographic location
where pack operations will be performed.

* Location Name

Add Location X

Address: The physical address of the location
| where pack operations will be performed.

City: The city in which pack

dpékations will be performed.
NJp

A contact email address and

—>>
Address (—

| Postal Code: The postal code of the location

* Postal Code (

Contact Email

phone number for the Location

Permission checkbox to allow the
NMVO to use contact details in
local Alert Management System

Contact Phone Number

Contact Details Allowed in
AMS

at which operations will be performed. The
| postal code must be provided.

Hovering over the'ﬂ Information icon beside
W SAAGAYLEO8 LYTF2NNIGAZ

The Country Code field only appears for
systems in Switzerland or Lichtenstein

* Legitimacy Information & ™

Legitimacy information
confirms that location is valid.

Create

prompt to enter valid verification details

Close

Home - Locatiofs

Test Medicines Verification Administration Portal
Locations

Location Id  Location Name Location Address Contact Email

13428d8a... Location 3 Ex... Via Antonio Gramsci, 95, Mirto, 87060 C...  email_3@exam...
51bcke6s.. Location 4 Ox.. Via Panebianco, 345, Cosenza, 87100 CS... email_d4@exam...
bae51ae5.. Location 5 Mo.. Via Dell’ Arsenale, 132, Palermo, 90142 ...  email_S@exam...
e8b14c3... Location 9 R... Vico Ferrovia, 17/18, Napoli, 80142 N... email_9@exam...
eaf7efec-.. Location 2 De... Via Materdemini, 60, Brindisi, 72100 BR....

Page 1 I of1

The location 'Location 3' has been successfully
created.

W Options -

G-

Contact Phone... Contact Detail... Location Actions
Filtered = All=
+33 331 323 64... X GHI 3 Pending rd |
+34 341 324 64... JKL4 0 Suspen
+35 351 325 64... v MNO5 0 Suspended
+30 391 329 6... v vWxX9 2 Active
X DEF2 0 Active ~Z/E0
5 rows A4

SN

od /tAO0] W/ NBIGSQ (2
location. The dialog will be
dismissed and user returned to

main Locations page.

4. A toast message will be briefly displayed.

Newly added location will appear in
[20FGA2ya GFoftS gAGK
NMVO will then review the location details
and decide on whether to approve the
location before the location can become
active.

Note that this functionality may be disabled
in your market. If so, created locations will

move directly to being active.
%’
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Location ManagementEdit Pending Location

When a location is in a pending state the edit functionality allows the looaganisationto modify the properties that they have provided to the NMVO for legitimacy checking. Any modification
will be visible to the NMVO while they are reviewing the pending location. Modifying the pending location properties mayrbsudt of legitimacy check discussions with the NMVO, or to correct
typographical errors.

Edit (Pending) Location dialog Main Location page
Locations
Location Id  Location Name Location Address Contact Email ~ Contact Phon... Contact Deta... # EQU... Status Location Actions % 1. To edit a location, click the
— " ’/ WORAGQ AO2y ySEG G2 GKS [20FA:
gAUK Wt SYRAY3IQ adulddza FYyR O0KS
1a428d8a... Location 3 Exe... Via Antonio Gramsci, 95, Mirto, 87060 CS, IT  email_3@example.... +33 331323 6.. X GHI3 Pending Vi S (Pending) Location dialog will be
- displayed.
51bcee6s... Location 4 Oxf.. Via Panebianco, 345, Cosenza, 87100 CS, IT  email_4@example... +34 3413246... v JKL4 0 Suspended by NMVO E/ [ ] play
bae51ae5... Location 5 Nor... Via Dell' Arsenale, 132, Palermo, 30142 PA,... email_5@example... +353513256... v MNOS5 0 Suspended u/i'ﬁ
e8b14c3.. Location 9 Re... Vico Ferrovia, 17/18. Napoli, 80142 NA. IT email 9@exampl... +39 391 329 .. v VWX9 2 Active ~Z/EO
eaf7efec-... Location 2 Der... Via Materdomini, 60, Brindisi, 72100 BR, IT X DEF2 0O Active Ei i .
Location 5 X
Previous page Page 1 T of1 Srows v Mext page
Location Id f63a7d71-0d1d-4cc8-b72b-adebc1 86f0e2
( * Location N
. . . . . ) . . . cation Name Location 5
2. Itis possible to edit the information fields associated with a Location, oraten
l.e.: Address Via Verdesca, 21
A Location Name city Battipagiia
A Address <
A Clty * Postal Code 84091 SA
The Legitimacy Information field is not A Postal Code
displayed here because its ownership is A (Country Code for supranationa| markets) Contact Email nmys.ssr+farmaContact2@gmail.com
configured at the NMVO level. If ownership is A Contact Email
set to the Local Org level instead, the field will A Contact Phone Number Contact Phone Number +39 338 134 5005
be visible. Additionally, whether the field is A Contact Details Allowed in AMS
" . . . ) ils Allowed i
mandatory depends on the system A Legitimacy Information (mandatory if set in config) s et petatls Allowed in
configuration. 0
It is not possible to change the Location ID generated by the portal.
/ Update Close

3. When any field of the address is edited, the Update button becomes
Sylrot SRe /tAO01 GKS WwW! LIRIGSQ odzii RAFfE23 Aa RA&AYAAAaSR FyR dzaSNJ Ag

returned to main location page. R E PLY
A toast message is briefly displayed on the main locations page.
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2. Itis possible to edit the
information fields
associated with a Location,
i.e.

Location Name
Address

City

Postal Code

(Country Code for
supranational markets)
Contact Email

Contact Phone Number
Contact Details Allowed
in AMS

Legitimacy Information
(mandatory if set in
config)

o o e Do To o Do Do Do

It is not possible to change
the Location ID generated by
the portal.

Legitimacy Information field
is editable depending on
configuration / ownership
settings.

3. When any field of the
address is edited, the Update
button becomes enabled

Location ManagementEdit NonPending Location

Location Details dialog popup

i To refresh location details

_u

Location Id

* Location Name

Address

Gty

* Postal Code

Contact Email

Contact Phone Number
Contact Details Allowed in AMS
* Legitimacy Information @
Equipment List

Client 1d

Equipment Id  Status

All~

pharmai-locng-equipl  pharmail-loc.. Active

pharmal-locn9-equip?2  pharmail-loc.. Active

Location 9 Reading

e8b14c32-bfe9-443c-93a8-cc047ede5cd3

Toggle to collapse / expand the

= A Equipment List table section.

Main Location page

Location & Reading

Home - Locations

Test Medicines Verification Administration Portal

Vico Ferravia, 17/18 Locations
Napoli
P Show Locations With Proposed Changes Only [ |
Location Id Location Name  Location Address Contact Email Contact Phone ... Contact Details ... Legitimacy Infor... # Equipment Location Actions
80142 NA All- Al-
. 2c24d407-e6af-... Location 3 Exeter Via Antonio Gra... email_3@exam... +33331 3236483 x GHI 3 Pending /i
email_9@example.com o
8bfcdfe4-3a96-.. Location 9 Read... Vico Ferrovia, 1. email_9@exam... +39391 329 6489 v VWX 9 2 Active (E¥d )
bce2dbze-alda... Location SNor.. Via Dell' Arsenal... email_S@exam... +35351 3256485 v MNO 5 [ Suspended 974 §o)
+39 391 320 6439 _
da126b3b-973.. Location 2 Der... Via Materdomi... x DEF 2 0 Active wi=sE0
fabd623e-5063-... Location 4 Oxfo... Via Panebianco,.. email_d@exam... +34341324 6484 v JKL4 o Suspended by NMVO |~ &* il
Previo Page 1 T of1 Srows v Next page
VWX 9
) Jerification AP LAl

Management section

APIVersion Requeste.. User-Ag.. IPAddress MostRecent .. Client Roles

Filtered ~

Full Access @
Limited Access Pharma €@

Testus.. 80.192.50.47 Full Access @

—>

Update Close

Equipment Actions

FE=O 12/11/2025 - Primary oo

AU=Q

12/11/2025 - Primary e
12/11/2025 - Secondary @ & & @

& Toedita location, clickthe
WORAUQ AO2Yy yYySEU 02
o to be edited and the Location
D — details dialog will be displayed.

[etN
~
w

X REPLY
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Location ManagementSuspend Location

There may be circumstances in which it is necessary to Suspend an entire Location.

Suspending a location will cause any requests, made to the NMVS, from equipment in that location to be rejected.

2. A confirmation window will
prompt the user to confirm
that the location is to be
suspended. To enact the

adzallSyairzys Of A0}

\ Do you want to suspend the location Estonia 17

W
{

Suspend Location X

Close

Locations

Location Id

1a428d8a...
51bckess...
bae51aes...
eBb14c3...

eaf7efec-...

Export CSV Export Excel

Search by Client Id

¥ Options~ A~

Search

Location Name Location Address Contact Email Contact Phon... Contact Deta... Status Location Actions
Filtered ~ All~

Location 3 Exe... Via Antonio Gramsci, 95, Mirto, 87060 CS, IT  email_3@example.... +33 331323 6... X GHI 3 Pending j’i

Location 4 Oxf... Via Panebianco, 345, Cosenza, 87100 CS, IT  email_d4@example.... +34 341324 6... v JKL4 0 Suspended by NMVO |~ / i'

Location 5 Nor... Via Dell' Arsenale, 132, Palermo, 90142 PA.... email_5@example.... +353513256... v MNOS5 O Suspended L4 D)

Location 9 Re... Vico Ferrovia, 17/18, Napoli, 80142 NA, IT email 9@exampl... +39391329.. v VWX9 2 Active wi=SEO

Location 2 Der... Via Materdomini, 60, Brindisi, 72100 BR, IT X DEF2 0 Active ~Z/EO
revious page Page 1 T of1 10 rows v Next page

1. To suspend a location, click
0KS W{dzaLISYyRQ AO2Yy
location record.

O

F 3k A

X REPLY
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Location ManagementReinstate Location

Suspended locations may be
reinstated, allowing requests made
from that location to the NMVS to be
accepted.

Reinstate Location

Do you want to reinstate the location Location 37

Close

Locations

Export CSV Export Excel

Location Id  Location Name

Location Address

1a428d8a... Location 3 Exe.. Via Antonio Gramsci, 95, Mirto, 87060 Cs, IT
51bcke68... Location 4 Oxf... Via Panehianco, 345, Cosenza, 87100 CS, IT
bae51ae5... Location 5 Nor... Via Dell' Arsenale, 132, Palermo, 90142 PA,...
e8b14c3.. Location 9 Re... Vico Ferrovia, 17/18. Napoli, 80142 NA, IT
eaf7efec-.. Location 2 Der... Via Materdomini, 60, Brindisi, 72100 BR, IT

Page

1

Search by Client Id

Contact Email

email_3@example....
email_d4@example....
email_5@example....

email_9@exampl...

s of1

Contact Phon...

Filtered ~
+33 331 323 6... X
+34 341 324 6... v
+35 351 325 6... v
+39 391329 .. v
X
10 rows

Contact Deta...

search ¥ Options ~ all~
Status Location Actions
All~

GHI 3 Pending a )
KL4 0 Suspended by NMVO |~ &l
MNOS5 0 Suspended L4 |
VWx9 2 Active :=/u0 \
DEF2 0 Active =S80

MNext page

D,

To reinstate a location
following a suspension, click
2y (KS WwSAyal
0KS WwwSAyadl
pop-up window.

Qv s
SQ ©

REPLY
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Location ManagementDelete Location

Locations
Itmay be necessary to delete Search by client1d Search | | Woptions~ || @A~ To delete a location, click the
locations, for example if a location — . — -| . = . — W53f 8180 ’}\ S 2
. Location Id  Location Name Location ress Contact Emai Contact Phon... Contact Deta... Legiti.. # Equi... Status Location Actions
is closed down, or no longer . L oeation & Ltj) Jeleted y y
performs pack operations. Filtered = Al ocation to be deleted.
1a428d8a... Location 3 Exe... Via Antonio Gramsdi, 95, Mirto, 87060 CS, IT  email 3@example... +333313236... X GHI 3 Pending fi anillies
51bc6e68... Location 4 Oxf... Via Panebianco, 345, Cosenza, 87100 CS, IT  email_4@example.... +343413246... v JKL4 0 Suspended by NMVO |~ f 'i' '
bae51ae5... Location 5 Nor.. Via Dell' Arsenale, 132, Palermo, 90142 PA.... email_5@example... +353513256... v MNOS5 0 Suspended Ef 'i' )
e8b14c3.. Location 9 Re... Vico Ferrovia, 17/18, Napoli, 80142 NA, IT email_S9@exampl... +39391329 .. v VWX9 2 Active = I‘ i(
eaf7efec-.. Location 2 Der... Via Materdomini, 60, Brindisi, 72100 BR, IT X DEF2 0O Active |I‘_’I i@
Previous page Page 1 T of1 10 rows v Next page
2. A confirmation window will prompt the _ ]
user to enter the name of the Location Location 9 Reading X
as a safety check before allowing the
delete action to proceed. Do you want to delete the location Location 9 Reading?

3. When the location has been entered,
Ot A0] WwW5StSi(SQ odzitizy o

Number of client equipments contained: 2

Type in 'Location 9 Reading’ to continue

4. Dialog will be dismissed and user

returned to main locations page. A > Delete Close
toast confirmation message will be
briefly displayed.

Warning: Deleting a location will permanently deactivate any client equipment belonging to the
location. Use with care.

Note: An NMVO user can reactivate the location and thereby allow reactivation of any associated

packs but new client equipment must be created. %. R E PLY
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Location ManagementReview Proposed Location Changes

Locations . .
Review Proposed Location Changes X
Location Id  Location Name Location Address Contact Email Contact Phon... Contact Deta... iti... # Equi... Status. Location Actions Please review the proposed location detail changes for location with id:
Filtered ~ All~ 91907700-52a4-4c2d-8ba2-7e70b1179ddf.
1a428d8a... Location 3 Exe.. Via Antonio Gramsdi, 95, Mirto, 87060 CS, IT  email_3@example.... +33 331323 6... X GHI 3 Pending p’i . . X
Location Name Location & » | Location &
51bc6e68... Location 4 Oxf... Via Panebianco, 345, Cosenza, 87100 CS, IT  email_4@example.... +34 341324 6... v JKL4 0 Suspended by NMVO &/i‘
bae51ae5... Location 5 Nor... Via Dell' Arsenale, 132, Palermo, 90142 PA.... email_5@example.... +35 351 3256... v MNOS5 0 Suspended S EO Address Via Acanfora, 43 > Via Acanfora, 43
e8b14c3.. Location 9 Re.. Vico Ferrovia, 17/18, Napoli, 80142 NA, IT email 9@exampl... +39301329 .. v VWX 2 Active ~=Z/ WO
eaf7efec-.. Location 2 Der... Via Materdomini, 60, Brindisi, 72100 BR, IT X DEF2 0O Active i® . . R
City Pompei > Pompei
Previous page Page 1 < of1 Srows v Next page
Postal Code 80045 NA > 80045 NA
Contact Email nmvs.ssr+farmaContact2@gmail.com ?  nmvs.ssr+farmaContact2@gmail.com
o . . Vv ==
NOTE: If Legitimacy Information Ownership is _at bt Contact Phone
NMVO level and the NMVO only changes legitimacy Number +39 081 858 8997 >| +39081 858 8992
info, this change will be persisted in the database and 1. To review changes proposed
does not require approval from the local organization. 0e UKS bazxth OfAO GonfacEpetadild v S JA S g
t NB LR &SR /Kl-yas;é%ﬂ"’beé"if‘”sl-yR iKS ‘
appropriate dialog will popup. Legitimacy
Approve Changes % Information #12781 > #12781
Do you want to approve the proposed location changes for location with Id
'beeeb545-3902-4c5a-82ef-d54f68581f46"7
Appmve Close
2. To approve or reject the proposed changes, click Confirm Rejection ®
od / fAO0] W!LIWINRGZSQ 0 dziSiR2iyK SIND G KIINR!IASLINPKSS Q 2N wwS2S00GQ 0 dy ur;%d rb‘aheDro*oseé)caftwsnl:fhankeglr.ﬂNaBo &N | 0 S
= A v v A e = = A _{ . . - . 1"with id 'beeeb545-3302-4c5a-82ef-d54f68581746'. Are you sure?
OKIFIy3asasz 2N W f2asQ uzandiheydr&spondngziompirmation dialog will popup. An email will be sent to the NMYO noifying them about the reason for
the rejection.
/| £t A01 WwwS2SO0iQ 0dzi(2y FRoejesBrB Bidpossibl«t§give a reason. Also, an Reason
< A o . A 4 it emo= A . y
OKFy3aSaz 2N ¥/ t2aS8Q (i 2emdliwiyl GSdnt tethiziNMVO. 8

Close

REPLY
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Location linked to a
connector

of Connector and Connector

Locations ManagemenMarket with connectors

A specific market (currently only Greece) can be configured to allow local organisation connections through the useegfterc@ther than via direct
connections using NMVS client equipment.

The link between a location and its connector is defined by:
- Connector: the connector that will be allowed to perform transactions on behalf of the location.
- Connector Location ID: the ID that uniquely identifies the location within the connector system, and which the connec@vsertd the NMVS on

each API transaction, to tell the NMVS which underlying location is performing the transaction.

The link is managed by the NMVO, and only displayed to theusadfor awareness, within the NMVS portal.

Locations

(identifiable by the presence _I* 1cf96... Location 4 O...

Location ID)

connector

650cc... Location 2 D...

dc50...  Location 5 N...

2abd... Location 1 Ba...

3534... Location 3 EX...
Location not linked to a 4080... Location 9 Re...

Locati... Location Name

Location Address

Via Panebianco, 345, Cosenza, 8710...
Viale Pinto Luigi, 1, Foggia, 71122 FG...
Via Antonio Gramsci, 95, Mirto, 870...
Vico Ferrovia, 17/18, Napoli, 80142 ...
Via Materdomini, 60, Brindisi, 72100...

Via Dell' Arsenale, 132, Palermo, 90...

Previous page

Contact Em...

email_4@ex...
email_1@ex...
email_3@ex...

email_g@ex...

email_5S5@ex...

Contact Ph...

+34 341 32...
+31 311 32...
+33 331 32...

+39 391 32...

+35 351 32...

Page 1

Filtered =

v

L X L X

Search by Client Id

Contact Det... Legitimacy I...

JKL 4
ABC 1
GHI3
VWX 9
DEF 2

MNO 5

Suspended by NMVO

Active

All =

Pending

Active

Active

Suspended

10 rows

v

Search

Connector

All~

Test Pharmacy Connector_1 - Act...
Test Pharmacy Connector_3 - Act...

Test Pharmacy Connector_9 - Act...

Test Connector - Suspended

W Options ~

{gener...
{gener...

{gener...

{gener...

e Al~

Location Actions

“su
g 1\
4 |
g 1\
g 1\
S EWO

P

REPLY
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Equipment Management
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Location ManagememtClient Equipment Credentials

Allocation of Client System Credentials is the
responsibility of the Local Organisation with the
supportof their IT Supplier

Eachindependent terminal is considereda unigue
piece of equipment and must be issued credentials
individually.

Independent terminals at the same location have a
different equipment name but the same location
name.

A pharmacistat a location with two terminals may, if
they wish, use one terminal to supply a packand the
other to reactivate the same pack, however the
pharmacy cannot reactivate a pack from a different
location even if it is within the same user
organisation

A Local Organisationmay have many locations and
each location may have many pieces of equipment
(client systems), seediagram

Users should be aware that each time client
credentials are presented to the NMVS, this
represents a formal confirmation by the Local
Organisationas to the location of the client system
and the equipment which is connecting to the
NMVS

This confirmation is mandated by the EMVS
requirements in order to comply with the EU
DelegatedRegulation

Any misrepresentationmay be deemed an abuse of
the system by the NMVO and/or the national
competentbody.

1L

National System

Pharmacy ChaifLocal Organisation

Branch in City A Branch in City B

Connectior

&¢—  Connection

[ [
LR SRS
EPOS (Equipmen} EPO$ (Epguipmen}
[ ]
Pa==—=uuN
EPO3 (Equipmen)

Connectior

Branch in City ¢_ocation

Connection

< E

_I
o -
«

EPOS _
| H EPOS

LEEER
EPOS Server
(Eqipmeny EPO3

X REPLY
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Location ManagemetClient Equipment Credentials (2)

ClientSystemCredentialsare usedduring arequestfor an accessoken to the NMVS
Accesdokensrepresentauthorisation of the systemto perform actionsagainstthe NMVS Theaccesdokensexpire every 30 minutes.

If aclientis suspendedany accesgoken remainsvalid until it expires,soa suspendedclient may continueto accesgshe systemfor up to 30 minutes.

Do o Do >

A suspendedclient may still be issuedwith a new accesgoken, but any attempt to perform a transaction with the verification or reporting APl will fail with an
unauthorizedresponse

Shouldthe equipmentbe deleted then a new set of ClientSystemCredentialsneedto be generatedand applied before that client canrequesta new accessoken.

The secretsfor credentialscan be managed,whereby a fully-functioning alternative secondarysecretcan be generatedto work with the sameclient ID asfor the
primary secret Managementincludesregeneratingnew secretsand swappingbetween assignedorimary and secondarysecrets

Note:
The NMVSdoesnot authenticate usersof client systems Thisis the responsibility of the client system No mechanismis provided to client systemsto inform the
NMVSabout the userof the client systemor their rolesor permissions TheNMVSdoesnot recordany information about the local uset

2’ REPLY

SOLlDSOFgubUc



Table shows list of equipment that belong to one location

/| tA0]1 GKS W/ N
to open the dialog to
add client equipment.

Columns can be sorted b J
clicking on column name 1

Columns can be filtered
by typing valid value
into textbox, or selecting
from dropdown

Following the creation of

the credentials, the Client====»pharmal-locng-equip2 pharmat-locng-equip2

Equipment table is now
populated with the new
equipment.

Equipment ManagemenrtEquipment List (1)

The user can select between four APIs and the

selected API determines the available columns.

The Verification APl is selected by default.

™~

Columns can be selected or
RA&ALI I @SR o8
and toggling the checkbox

\

Controls to scroll through
more than one page, how

E l m nt .S API Version
I lﬂé"JP ngu ULQI)/t /A0l AY S gyo i KS Lpr AYF2NXEGAZY AO2Y ¥ Requested API Version
pegde a Client Rolle Wlll popup a dialog Verification API 0 Al User-Agent
listing all the permissions for that role
IP Address
Most Recent Request
Client Id Equipment Id Status Client Roles Equipment Actions Secrets Client Roles
All~ All~ Equipment Actions
Secrets
537fbb68-7ff0-4bb5-b... new-equip-3 Suspended Limited Access Pharma [‘10!1 1/2025 - Primary [+ I : ] ]
pharmail-locnd-equip1 pharmail-locn3-equip1  Active Full Access @ 10/11/2025 - Primary o9
10/11/2025 - Secondary [ s : ]
Active Full Access @ 10/11/2025 - Prjmarw

| Unselect All
Client Id |
Equipment Id
Status

Limited Access Pharma €&

Secrets column shows the type of secret for a particular client credentil

and the last time it was generated.

Management of secrets can be done here including regeneration,
swapping and deletion (secondary only). More details in other slide.

[ Previous page
o

Page 1 < of1 5 rows v

Next page

much equipment to
display on one page, etc.

17

Actions that can be performed on Client Equipment. Client
equipment management is described in other section.

. . 5
To suspend a Client Equipment f

To reinstate a suspended Client Equipment i'

To edit a Client Equipment

To delete a Client Equipment

X REPLY
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Equipment ManagemenriEquipment List (2)

The equipment list table can be viewed from the perspective of 4 different APIs.
The API that is selected determines tAhe columns availablg in the grid and under the
Wi tfQ odzidi2yd® ¢KS 'tLa | NBY

- Verification API

- Reporting API

- Authentication API
- Identity API

. . Verification API
Equipment List /E
/ Reporting API
Verification AP e FIR

Identity API
- Client Id
Client 1d Equipment Id Status Client Roles Equipment Actions Secrets Authentication API v g
¥4 Equipment |
All- All~ ¥ client 1d At
(¥4 Status
. ‘ Equipment Id .
537fbb68-7ff0-4bb5-b... new-equip-3 suspended Limited Access Pharma @ f. m~o 10/11/2025 - Primary o0 ctatu API Wersion
‘ s
pharmal-locng-equipl  pharmal-locng-equipl  Active Full Access @ FEEO 10/11/2025 - Primary O W user-Agent Requested API Version
10/11/2025 - Secondary C+ N R ) o Add ¥ User-Agent
ress
J i J i i > |~ _ Pri 4 P Address
pharmail-locn9-equip2 pharmail-locn3-equip2  Active E;l[::i.?gge:sce?s e @ ) ® 1041142025 - Primary 0 Most Recent Request .
("4 Most Recent Request
¥ Last Authentication [ e
Client Roles
Client Roles
"4l Equipment Actions
‘ Equipment Actions . quipm
Previous page Page 1 I of1 5 rows v Next page Secmﬁ

S et E.ecreis

X REPLY
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Equipment ManagemenrtAdd Client Equipment (1)

1. 9y GSNI GKS WoljdaA LISyl LRQ festclientRole *
fOI" the item Of eq ul pment + Packs - SystemStatus: Allows the actor to retrieve the current
1 system status
that WI” be Used to . = Packs - Verify: Allows the actor to verify packs
perform paCk Operatlons. + Report - ContractedWholesalersStakeholderReport: Allows the

actor to create, read and delete Contracted Wholesalers
Stakeholder Reports

= Secrets - Control: Allows the actor to create, regenerate, swap,
and delete secrets within their organisation

This may be, for example,
dGth{ ¢SNXYAYIlIf wmé§3zxy p—=—=—
be informed by the Client

System naming convention Create Client Equipment Close
in place.
2. Aclient role may be * Equipment Id é ClientEq1 Clicking on the®  information icon
' - | beside a Client Role will popup a dialog
selected to define what | listing all the permissions for that role

233;2:;2&?;?;2;2;0_ * Client Roles > Full Access @ * Test Client Role @
These roles are previously
RSTAYSR Ay 0 KS /| Full Access: Role with all available permissions assigned
w2t Saé I NBIF 27

[
w»

Test Client Role

Both Client Role and
Equipment Id are

mandatory and must be Close
RSTAYSR 0ST2NB W/ N
button is enabled.

More than one role can be
selected.

3. / £t A01 &/ NBIF GS%
Client System Credentials?

X REPLY
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Equipment ManagemeRrtAdd Client Equipment (2)

Client System Credentials consist of a
Client ID and a Client Secret. These

credentials need to be provided to the
responsible owner of the IT System of
the Local Organisation.

The first time client equipment is
created, primary client credentials are
created by default. It is possible to
create a secondary secret for the
same credential (client id), and both
secrets can be valid and used freely.

NB: The full Client Secret is only
displayed ONCE. If the screen is closed
before recording it against the Client

ID then the secret can be regenerated
(see secret management slides)

When the credentials have been
NBEO2NRSRZI Of AO1 W/ t2aS(
window.

The credentials are sensitive and

Primary Equipment Client Credentials

X

These Client Credentials will be shown one time on the screen! Please

copy them to configure your client system!

Equipment Id ClientEq1

Client Id 2d5051c9-f0f1-487b-94bc-e6ae8adcctb9

Client Secret 8ecb3105-712c-490d-a4d2-5a6eadcedfel

Close

L

®

should not be shared with any party
not directly involved in the Client
System connection process.

~_ Clicking this icon will copy the

credential to the clipboard.

X REPLY
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Equipment ManagemeniEdit Client Equipment

Location details dialog

=>

W! LRI G S.Mn this dzaipleythe
Equipment Id is changed to "GEEdited".

Equipment List
e 1. Clicking the Edit icon will display the
? l'P 9 R 7\ U / f }\ S y u 9 IJ dZ)\ LJY g ; t JZ i LJUZ Client Roles Equipment Actions Secrets
Al
526f5186-b5bb-49bf-beas-... tmp-client-equip3 Active Full Access @ VA 124N 11/11/2025 - Primary o
11/11/2025 - Secondary oFceo
pharmai-locng-equip1 pharmai-locng-equip1 Active Full Access @ / i' I~ ® 11/11/2025 - Primary [ NN ]
Limited Access Pharma &
pharma1-locng-equip2 pharma1-locng-equip2 Active Full Access @ VA 1240 11/11/2025 - Primary oo
Edit Client Equipment X
ﬁ * Equipment Id e Edited Page 1 & of1 Srows v Next page
* Client Roles Full Access @ x
Full Access: Rale with all available permissions assigned . .
Equipment List
Update Close Verification API £ All~
Client Id Equipment Id Status Client Roles. Equipment Actions Secrets
All~ All~
526f5186-b5bb-49bf-bcas-... CE-2 Edited Active Full Access @ VA 154N 11/11/2025 - Primary o0
2. Make any change to the Equipment Id or 11/11/2025 - Secondary oEze
the “St Of Cllent ROIeS- ThlS Wl” enable the pharmal-locn3-equip1 pharmal-locn3-equip1 Active Full Access @ f ilﬁ @ 11/11/2025 - Primary [+ <N}
Limited Access Pharma @
pharma-locng-equip2 pharma-locng-equip2 Active Full Access @ ra 140 11/11/2025 - Primary X5k :
od /fAO01 WI LRIGSQ odzidpyd ! aSNI gAft 68
returned to Location details dialog and the
. . . Previous page P 1 2 of1 5 ~ Next page
Client equipment record will be updated to e o8 ° rows e

reflect the changes.

REPLY
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Equipment ManagemeniSuspend Client Equipment

There may be circumstances in which it is necessary to Suspend Client Equipment.

Suspending client equipment causes any requests made from that equipment to the NMVS to be rejected.

Suspend X

Do you want to suspend the client equipment with Equipment Id ClientEq1?

Close

A confirmation window will
prompt the user to confirm

- i that the equipment is to be
Equipment List suspended. To enact the
Verification AP Bl ddzallSyarzys OtA0l W{daLSyRQo
Client 1d Equipment Id Status Client Roles Equipment Actions Secrets
All~ All=
526f5186-b5bb-49bf-bcas-... ClientEq1 Active Full Access @ Ya 154N

pharmal-lecng-equip1 pharmal-locng-equip1 Active Full Access @ / 'i' l~ ® 11/11/2025 - Primary
Limited Access Pharma @ To suspend client equipment,
pharmal-locn9-equip2 pharmal-locn9-equip2 Active Full Access @ Va 154 11/11/2025 - Primary o0 \ O £ A é 1 |:| K S LP{ dz I‘Q Q A O 2 Y
against the equipment to be
suspended.
Previous page Page 1 2 of1 5 rows v

N T
Next page

X REPLY
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Equipment ManagemeniReinstate Client Equipment

Suspended Client Equipment may be reinstated, allowing requests made from that equipment to the NMVS to be accepted.

Reinstate X

Do you want to reinstate the client equipment ClientEq2?

Equipment List
Verification API L Al~
Client Id Equipment Id Status Client Roles Equipment Actions Secrets
Al Al To reinstate client

equipment following a

526f5186-b5bb-49bf-bcas-... ClientEq2 Suspended Full Access @ ra 1543) eﬂmﬂnnjq _ primﬁdr_\g fo ;) Suspension’ click on the
11/11/2025 - Seconda | s A ~ 4 LA = “ A “
g UL YwSAyaildrisdo Ad2ys (KSy @K
pharma-locn9-equip1 pharma?-locn9-equip1 Active FIuII‘Access [ ] Va 1540 11/11/2025 - Primary [ WX :] WYw S A y' a l.] | l.,l é Q O le.] l.] 2 y' A y' l.] K S
Limited Access Pharma @ :

pop-up window.

pharma1-locng-equip2 pharma1-locng-equip2 Active Full Access @ Va 124N 11/11/2025 - Primary Y X : )
Previous page Page 1 < of1 5 rows v Next page

X REPLY

SOLIDSOFEubliC



EquipmeniManagement Delete Client Equipment

There may be circumstances in which it is necessary to delete Client Equipment.

Delete Equipment X

=mm= 1. To delete client equipment, click
. iKS w5SfSGSQ A02 I 3
equipment to be deleted.

Do you want to delete the client equipment with Equipment Id Equipment 2?

Delete Close

i

Equipment List

L | 2. A confirmation window will prompt the user to confirm
Create Verification API 5 p M A A A P ~ .f. L A ~ A AL A X
JUKFUO OKS SldzZALlYSYyu Aa 02 S RSfESUSRO®
button.
Client Id Equipment Id Status Client Roles guipment Actions Sec
All~ All~ Dialog will be dismissed and user returned to Location

A details page.

526f5186-b5bb-49bf-bcas-... Equipment 2 Suspended Full Access @ f [ add)] 11/11/2025 - Primary pag
11/11/2025 - Secondary 'R Bk )
pharmal-locnS-equip1 pharmal-locnS-equip1 Active Full Access @ / 'i' l~ ® 11/11/2025 - Primary [+ s ]

Limited Access Pharma @
pharma?-locn9-equip2 pharma1-locn9-equip2 Active Full Access @ Va 14N 11/11/2025 - Primary 00
Previous page Page 1 ¢ of1 Srows v Next page

X REPLY

SOLIDSOFEubliC



EquipmentManagement, Create Secondary Secret

Equipment List

Client Id Equipment Id Status

All~

5265186-b5bb-49bf-b... tmp-client-equip3 EDITED  Active

pharmal-ocn9-equipt  pharmail-locnd-equip1 Active

pharmai-locn9-equip2  pharmai-locn9-equip2 Active

Verification API

Client Roles Equipment Actions
All~

Full Access @

Full Access @
Limited Access Pharma @

Full Access @

11/11/2025 -
11/11/2025 -

11/11/2025 -

11/11/2025 -

2 A~

Secrets

Primary
Secondary

Primary

Primary

od / tfAO0]

WY/ £2aSQ
After the secondary secret is created, an entry appears in the Equipme
table with the designation and date of creation of the secondary secret

G2 Otz2as

(KS ONBRSYGAL

T

Secondary Equiprnent Client Credentials

These Client Credentials will be shown one time d

client system!
Equipment Id ClientEq3

Client Id

Client Secret

1cc9a%ab-0277-40f7-84p5f-9727ad0fa122

a96d2597-e8b2-4e07-§bdd-9080f832ed08

v

Close

n the screen! Please copy them to configure your

t

~

a

LJ2 LJdzLJ

Mmd 2KSy GKS
{ SO2yRI NE
secondary secrets can be created for

equipment that only has primary secrets

LJ dza

A2y
{SONBGQ RAL

A
2

L ¢
Lo
N.)r-h

f

R NI i dzNy

secondary secret will be created for the client credentials. Doyou want to proceed?

Create Secondary Secret - ClientEq3
a2 20 GA2y LI 3ISo

Close

e

HO

It A0

GKS W/ NBIFGSQ

odzii2y

secret. Details of the credentials including

secondary secret will be displayed. Note that the

client id is the same as for the primary secret, and

the secret will be displayed only ONCE.

X REPLY

SOLIDSOFEubliC
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EquipmenManagement; Regenerate Primary Secret

Equipment List

Client 1d Equipment Id Status Client Roles Equipment Actions Secrets
All - All -
526f5186-bsbb-49bf-b... tmp-client-equip3 EDITED  Active Full Access @ / i o4 ® 11/11/2025 - Primary
11/11/2025 - Secondary
pharmai-locng-equipt  pharmail-locn9-equip1 Active Full Access @ / i [od ® 11/11/2025 - Primary
Limited Access Pharma @
pharmai-locng-equip2  pharmal-locn9-equip2 Active Full Access @ ra 1540 141172025 - Primary

Page 1 T of1 5rows v

A~

©
o m

Q o

0P 7Tt AO] wrtzZzasSu uzZ Oi/as
and return to Location page. After the secret i;/
regenerated, the date beside the secret in the
Equipmentstable is updated.

\

7~ 1. When the double arrow
K&/ iconis clicked the
YwS3ISYSNIGS t

AVYHEE: { SONB GO

Regeneration of secrets improves the security of ensler
connections, facilitates regular renewal of authentication
secrets and reduces risk of unauthorized access to the

dialog pops up.

LJ2 LJdzLJ Regenerate Primary Secret - CE-2 Edited

the current secret will no longer succeed. Do you want to proceed?

Regenerated Primary Client Credentials

These Client Credentials

client system!

Equipment Id -2 Edited

Client 1d edeN\2c3a-3bed-4453-90a0-038fcab1e76e
Client Secret be060fA3-1d2e-479d-8e7b-088bac63d6cO

Close

ill be shown one time on the screen! Please copy them to configure your

Close

A new secret will be generated and will replace the existing one. Any authentication performed using

X

H® [/ EA01 GKS wwS3aASySNIGSQ
L! the secret is regenerated, the old previous secret
E cannot be used ever again.
L! Details of the credentials with regenerated secret

will be displayed. Note that the client id hasot
changed, and the secret will be displayed only
ONCE.

odziizy G2 O2

REPLY
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EquipmenManagement; Regenerate Secondary Secret

Regeneration of secrets improves the security of ensler

connections, facilitates regular renewal of authentication
ysec_rets \gnd reduces risk of unauthorized access to the
Qsﬁshe ‘dzLJd

Equipment List
Client Id Equipment |d Status Client Roles Equipment Actions Secrets n 1. When the double arroW
All~ All~ 1 1 1
icon is clicked the

526f5186-bSbb-49bf-b... tmp-client-equip3 EDITED  Active Full Access @ VA 1530 11/11/2025 - Primary u & & y & R G, { e

11/11/2025 - Secondary LIJW § 3 § A S N‘]V u O 2
pharmai-locn9-equip’  pharmal-locnd-equipt Active Full Access @ /il‘_’@ /2025 - Primary { S O N‘B u Q R 7\ I f 2 3 I

Limited Access Pharma @
pharma1-locn9-equip2  pharmai-locn9-equip2 Active Full Access @ [ il‘_’@ 11/11/2025 - Primary
ous page Page 1 & of1 5rows v
RSYGALE &

od /fAO0] W/ t2aSQ G2 Of2aS GKS ONSB
and return to Location page. After the secret i

regenerated, the date beside the secret in the
Equipmentstable is updated.

\

A new secret will be generated and will replace the existing one. Any authentication performed using
the current secret will no longer succeed. Do you want to proceed?

Regenerate Secondary Secret - CE-2 Edited X

0KS WwwS3aSYySNIiGSQ
the secret is regenerated, the old previous secret
cannot be used ever again.

odziizy G2 O2

Details of the credentials with regenerated secret
will be displayed. Note that the client id hasot
changed, and the secret will be displayed only

Regenerated Secondary Client Credentials X
These Client Credentials w\l be shown one time on the screen! Please copy them to configure your
client system!
Equipment Id CE\? Edited He /1 AO]
Client Id ed65\3a-3be4-4453-90a0-038fcab1e76e L €
Client Secret 7458849\ ab96-42d9-ad1a-5a583b099975 L
ONCE.
Close

X REPLY
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EquipmenManagement, Swap Secrets

Equipment List

ClientId Equipment Id

Status

All~

526f5186-b5bb-49bf-b... tmp-client-equip3 EDITED  Active

pharma-locng-equip1  pharmai-locng-equipl

pharmal-locn-equip2  pharmal-locng-equip2

Previous page

Active

Active

Page

1

v

Client Roles Equipment Acticns
All~
Full Access @ VA 1540 11/11/2025 -
11/11/2025 -
Full Access @ A 1540 11/11/2025 -
Limited Access Pharma @
Full Access @ ra 154N 11/11/2025 -

of 1

5 rows v

Al

Secrets

Primary
Secondary

Primary

Primary

o
T~

Hd /A0l GKS W{gl LIQ

Equipmentdist page.

{6 LAYy aSONBGaA Fftt2pa G
{ SONBIQ YR W{SO2yRINE {SO

This should not affect the working of the secrets

1. When the arrow up icon is

Ot A0TSR GKS w{gl LI {SO
dialog pops up. Note that

the icon is only displayed for

credentials that have both a

primary and secondary

secret.

NBiGaQ

Swap Secrets - CE-2 Edited

The secondary secret will be promoted as primary, and the primary secret will be made secondary. Do
you want to proceed?

X

odzii2zy G2 O2yFANXY GKI
secrets should be swapped. User is returned to the

iKS

X REPLY
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EquipmenManagement, Information

Equipment List

Create verification AP Al

o Clicking the information icon beside a secret will make
Client Id Equipment Id Status Client Roles Equipment Acticns Secrets . . . .
the credentials information dialog popup. The same

All~ All = . . . .
fields will be displayed for primary and secondary
526f5186-b5bb-49bf-b... tmp-client-equip3 EDITED  Active Full Access @ ra 124N 11/11/2025 - Primary ce secrets
11/11/2025 - Secondary oNCO ’
pharmat-locng-equip’  pharmal-locng-equipl Active Full Access @ ,/ i |~ @ 11/11/2025 - Primary [+] [ ]

Limited Access Pharma @

pharmal-locn9-equip2  pharmal-ocn9-equip2 Active Full Access @ ra 124N 11/11/2025 - Primary

~

Previous page Page 1 C of1 Srows v lext page

Primary Equipment Client Credentials X
If an Equipment has two secrets, thélientldwill be the

/ same for both of them
Equipment Id Test ClientEq /

Client Id 2a7fd97a-1d8d-49c0-bedf-4fab62fe3d33 Note that the full secret is not displayed, only the first
three (3) characters. If historical secrets exist pre
Client Secret P NEfSIaS mp GKSYy aAE laiGaSINAala oAff

Creation Date (UTC) 05/07/2024 06:57:30 \ If the secret has been regenerated then this will be

<« ——  NBTF{SOGSR Ay (KS WTHaRI (SR 51
Updated Date (UTC) 13/08/2024 06:57:30 "Creation Date" timestamp is automatically recorded
when a client secret is generated for the first time.

[antN
w
Q
c
S
<

Close

X REPLY

SOLIDSOFEubliC



EquipmeniManagement; Delete Secondary Secret

Equipment List

Hd /EA01 GKS W5SESGSQ odzitz2y

The secondary secret will be deleted. Any authentication performed using the secondary secret will no
longer succeed. Do you want to proceed?

returned to Location pagé&quipment Listable will be updated.

2 O2Yy TA NWEYGJCM;E&SNJ gAtt 0S

Verification API Al ~
Equipment Id ClientId Client Role Status Equipment Actions Secrets
All~ All =
CE-2 Edited ed652c3a-3bed-4453-90a0-038fcable76e  Full Access @ Active f 'i @ 12/08/2024 - Primary fe N i ]
12/08/2024 - Secondary ON<Co
ClientEq 2d5051c9-f0f1-487b-94bc-e6ae8aBecfbd  Full Access @ Active ra N 12/08/2024 - Primary oC
Test Client Role @
ClientEq3 1cc9a%ab-0277-40f7-a95f-9727ad0fa122 Test Client Role @ Suspended f -i D, 12/08/2024 - Primary o0
Delete Secondary Secret - CE-2 Edited X

1. When the trash icon is

Ot AO1 SR (GKS W5
{ SO2yRI NB { SONJ
pops up. Note that primary
secrets can not be deleted.

X REPLY
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Reports Management
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Reports Manageent ¢ Main(1)

Users with sufficient account privileges are able to generate

reports in the Admin PortalAud SNJ g A (i K
LISNXYA&aarzy gAft asSs |
NOTE: Reports can also be generated via the API
Navigateto Reports in the menu column.

Admin Portal reporting works as a two stage

activity.

0KS awSL = = .
~ P 2. The user can filter by report category,
YwsLJZ2 N a Q type and description. To select the report y
. Category Report Type
to request click anywhere on the chosen
report row. The user can press close to exi——)—‘b Al
out of the request. A completdist of the stakeholder
reports aValIapIe to requestan be found Investigation End User Batch Disclosure Report
in the Appendix. - -
Investigation End User Pack Audit Trail Report
Investigation End User Pack Disclosure Report
. Management Organisation Administration Activity Report
1. Areportis requested by the user by
Of A 01 A y' 3 WYw S |j dZé 3 |:l b E“.Tﬂ?l'l”.] Pack State Changes Client Report
will appear with a list of the report types Management Product Catalogue Data Client Report
aVa||ab|e to the user. Investigation Returned Packs Client Report

Home - Reports

Medicines Verifica

n Adminis

n Log Client Report

The report PCDC Report - GTIN
00516858782482 has been successfully

tration Portal *

for the report is estimated to occur.

Contracted Wholesalers Stakeholder Report  List of all Contracted Wholesalers for a given product.

Request New Report

Description

The report lists all audit points raised by the end user local organisation, or location, related to a specified ...
Lists all audit points raised by the end user local organisation, or location, related to a specified pack over it...
Given a Unique Pack Return Code the report lists all audit points raised by the end user local organisation, ...
Provides an audit trail of changes performed within the organisation.

Provides counts of all successful pack state changes made during a specified time period and at a specified ...
Lists some or all of the products in the product catalogue.

Provides a list of packs flagged as suspicious for a specified location and time period.

Lists all pack related transaction carried out in the specified organisation or organisation location.

requested.
Reports wiLGsad ForAtrotS REGIQ aK2sa G(GKS
tjmes}amp of the Iastuugdate of the ] . ] o
BRI lil 3 ) é; 2 dzvN\DS ) '-f 2 5]\] lil 9 Lamgiau@mam: 22&9@‘@251&:27;@ HTE |- oAl ~ ‘ close "2 Requested Date (UTC)
dzLIRIF 6SQ akKz2ga GKS A WSEHaapYate) 230812024 17:00:00 UTC \ [ category
Requested Date (UTC) Category which the next update of data source Requested By Name

Columns in the table can be

All~ All~ selected / unselected for display _é Report Type
. 68 OtAO1AY3 2y [iKS 4uge(§u§edﬁgdzﬁﬂ2y
22/08/2024 16:50:50 Management PCDC Report - GTIN 0051...  Product Catalogue Data C... nmvs.ssr+wholesaler@gm Running O [ ]
- [ status
22/08/2024 16:27:45 Management Product Catalogue Data C... Product Catalogue Data C... nmv: 0lesaler@gm... Completed Q ﬁ, E,,, [ ] M A
1ons
3. Following submission of any required report parameters (discussed on th /
next slide) the report and its status will appear in the table and a toast message 4. After areportis completed, the
displayed brieny. Report generation is not instantaneoasd the request status _ | report can then be downloaded from R e o
gAft 0S WwdzyyAy3aQ gAUK Yy AO2yThis 2 Y R A Ghle fit&rable talde iNtbdvigdldle A8 0SAYy 3 ISYSNI USRP
page will auterefresh. formats, or deleted.
The table is paginated if there are enough
generated reports. Use the next and
Page| 1 [ [of1 s © MBI — previous page buttons to navigate or page
i o
All reports older than 60 days will be deleted. Jump. The us.er may a_lso select how many
reports are displayed in each page.

SOLIDSOFEublic



ReportsManagenent ¢ Main (2)

Locationbased Report generation Generated reports can be sorted

. . by clicking on the column name i —
The list of generated reports that are displayed y 9 Generated reports can be filtered
depend on the Locations that the logged in user is
associated with (this is done in the User Management Reports
area). Users can only generate and view reports for
the locations they are assigned to. Latest available data: 23/08/2024 06:59:42 UTC .
. . Request New Report £ Al
If two different users are assigned the same subset of Next data update: 23/08/2024 07:30:00 UTC
locations, both will be able to view reports generated SN Requested Date (UTO) Category Name Report Type Requested By Status Actions
by the other for the subset location(s).
If the user has access to multiple locations within the n Sl
organisation, they can choose which location reports 20/08/2024 14:53:51 Management Organisation Ad...  Organisation Ad...  pharmacysuperuser@exa... Unselect All QEEET é
should be generated for. 3 Completed -
If there are no locations assigned (organisational 20/08/2024 14:53:01 Management Organisation Ad...  Organisation Ad... pharmacysuperuser@exa...) P QR ELNT
¥4 Failed e
user), then they can see all reports generated for the 15/08/2024 04:16:42 Investigation End User Pack Au... End User Pack Au... pharmacysuperuser@exa... . are Q H!.. hF !] [ ]
organisation. ¥4 Queued P
15/08/2024 04:13:05 Investigation End User Pack Au... End User Pack Au.. pharmacysuperuser@exa... . Q 'E'S,, ﬁ [ ]
Reports that have been successfully requested will shews TR — o oes Boeh DL e Ues Foch Do o 2 running ABES
in the ﬁlterable table Of the Reports Home SCI’een. .obl nvestgaton n ser batc I... n Ser batd l... pharmacysuperuseri@exa... e i u £y .
Requested reports W_iII exhipit one of four statuses: Page 1 & of7 Srows v Next page
a) Queued: Report is waiting for batch processing.

b) Running: Report is being created.
c) Completed: Report is ready for download.

d) Failed:One or more report formats could not be Action options from Left to Right are as follows:

created. Q Aview report content online
2 KSy (GKS &adliGdza 2F F NBLERNI OKFy3Isa (G2 W 2YLX SGSRQ Ad R, ADownload report as CSV file.
may be downloaded in its full list of available formats. In A report can bedeleted by the user using the icons displayed in [, ADownload report as PDF file.

some cases a format may fail to process. Inthiscasea kS Wi OiA2yaQ O02f dzYy o

NBLEZNIOQa adl dza At f 0S8 f AI\%tH ﬁ B nok n%ceégé;)) t(?\rénﬁalﬁ Qg%ed fﬁq% ﬁ]&@%ﬁ‘\%rta}’ 240 I (-i ADelete report. @ll reports older than 60 days will be automatically deleted.)

report formats may fail and if the icon is displayed that  \hjle a report is completed. Users are at liberty to log out and in
format was successful and can be downloaded again while the report is being processed

Reports that have been successfully requested can be seearyyuser assigned the same location(s) or reporting rights in the organization.

X REPLY
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ReportsManagenent - Report Actions

W+ASgy wSLERNI /2ydGaSydQy

¢ KS NB L2 NI
details in later slide. This report example is the Transaction Log Client report

Report Type

Beport Name

Start Date (UTC)

End Date (uTE)

Client Organisation I0

Client Organksation Name

Client Location 10

Client Location Mame:

Date and Time (. Tramsaction Type _ Chent Lacation 1D Chent Equipmen... Product Code 5¢.. Product Code _ Batch Rumber

Load mare data

Transaction Log Client Report

et Report

2023-06-20708:37:07.0002

2023.07-21T0837:07.0002

Test Pharmacy |

Pack serial hum_.

Ds0G9ITSINIS  caita2 adtocasupplied

0 00001 coooo0o0a

HEekoeGED: Active

cose

PockState  Transxctionsuc.. OperationCode  EventMemage  Evert Nome

A e

=
L5V

ws52gyf2rR a /{xQY /fA0]
report in CSV format to file system

S

Orgarise v
> 1 Ouickaccess

> @ OneDrve.

5 @ Onclrie-Reply

v @ Repy

) Solidsoft NBS - Release 13.0

v I ThisPC

New folder =- 0

» David Joyce » Downloads v O D Search Downloads

Name

T $14- Hamopes OTvET 12 BITMEHIOCT OTHOCH KEHBHE 2 NEQTALN 07 npoNzoR 20

T Orgnisction Administration Acthity Audit Tail Report.csv

Filename: | Tansacton Log Ciert Reportcsv

Scastype (¥ Fie(an)

. Hide Folders

Save Cancd

gAtt 2Ly | a'i"

Qplete thegepqriyAll reportsoldgyAhan Rxdpys 2 35 v 2 NB
will be automatically deleted)

Do you want to delete the r

Confirm Delete

ort with name Transaction Log Client Report?

Close

2 5RIE 2 BRe A5 A% B0 S a0sYy (/5 IAFD 1 A Y 3

opening report as an Excel file, or downloading to file system.

b
|

File Home Insert Page Leé Formuli Data Review View Autom: Develop Help Team
B9 ~ f:\: v
A B C D E F
1 Report Type End User Pack Audit Trail Report
2 Report Name End User Pack Audit Trail Report
3 Date Requested (UTC) 2024-08-15T04:16:42.3927
4 Product Code Scheme  GTIN
5 Product Code 12062486700107
6 Product Name Pack Audit Trail Generated Product 2
7 serial Number sn2
8
g
10
11
< > Report Header  Transactions = + 4 CEE—— 3
Dazdy = % 2 Nicniay cattinac =22 = '] = in0e

w W524yf2FR & t5CQY
poE A il dovinad thg redort an@frori Bengte LIG A 2y 2 F
user can open and view it on any PDF reader.

File Edit View Sign Window Help
Home  Tools Transaction Log Cli... x
w e EQ @ 1/ | A MO - B T B
Report Header

Report Type Log Client Report
Report Name Transaction Log Client Report
Start Date (UTC) 20/06/2023 08:37.07

> End Date (UTC 21/07/2023 08:37.07
Client On 1D 4
Client O Name Test Pharmacy 1
Client Location ID -
Client Location Name

1664v1169in @ >

REPLY

SOLIDSOFEubliC
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ReportsManagenent ¢ Report Actions View Report Content

Report Header

Columns can be removed or
added using the filter

Report Type Transaction Log Client Report Transaction Log Client Report . ; :
Repor Nams Transachion Log Client Feport setting. This feature is per
Start Date (UTC) 20/DA/2023 08:37-07 report tab, not per report.
ShdDate (T D02 08T T > A @ Different tabs (representing

= nisatior . . .
Client Ogmm Name Test Pharmacy 1 - - different sections in the
Cl?entl l: D N Report Type Transaction Log Client Report report) will have a different
Clignt Location Name - set of columns.

Report Name Transaction Log Client Report

This section has the same information that is in

the report headerg the request parameters with ey e

which the report was generated.

This section can be expanded / collapsed by

toggling the double chevron icon

Records are sortable

Start Date (UTC)

End Date (UTQ)

Client Organisation 1D

Client Organisation Name

|

Client Location ID

Client Location Name

Date and Ti... Transaction...

Client Locat...

2023-06-20T08:37:07.000Z

2023-07-21T08:37:07.000Z

Test Pharmacy 1

Product Co...

Client Equi...

Product Code

Batch Mum...

Pack Serial ...

Pack State

Transaction...

Operation ...

Date and Time (UTC)
Transaction Type
Client Location ID
Client Equipment 1D
Product Code Scheme
Product Code

Batch Number

Pack Serial Number
Pack State

Transaction Successful

The amount of data (records) loaded is controlled. 10,000 records are loaded

Columns can be filtered V]
['d Cperation Code
2023-07-03T08 State Change  8c950dcd-dcbk pharmacyclien GTIN 050609175100 delta2 dd-LocalSuppli False B1020000 Event Message
Transaction Log Client Report 20230703T13 State Change  03543107-c24¢ Testlocl GTIN 102823861557 00001 0000000002 False B1020000 The Event Name
. -\ /- eri -CLag esfloc alse € h—
2023-07-03T14 Ve 0354310724z Testlocl GTIN 104366435584 000000 0000000002 Fal 41020001 Th Report Bod
User can scroll through more pages of records, depending on how many record ¢ contains
K9S 65Sy 21 RSR: dzdAy3 dbSEU LI 3ISE 1o NH P \z\eri% dza [ 1.358 LR WIS Q2L NP Lk 1 False 41020001 The the report
2023-07-03T08 St data
-07- tate Change  8c950dcd-dcbk pharmacyclien GTIN 050609175100 delta2 dd-LocalSuppli . R
2023-07-03T14 Verify 0354310724z Testlocl GTIN 107105775444 00000D 1163fDeklquB  Active True 11110100
2023-07-03T13 State Change  03543107-c24: Testlocl GTIN 102823861557 00001 10000000002
FO—— PRSP P orta | o 200000002 2023-07-03T14 Verify 0354310724 Testlocl GTIN 107105775444 000000 1163fDeklquB Active True 11110100
2023-07-03T14 Verdy 08543107242 Tearlocl G 104366435564 | 000000 ! 2023-07-03T14 Verify 03543107-c24z TestLocl GTIN 107105775444 000000 1163fDeklquB  Active True 11110100
2023-07-03T14 Verify 03343107-c24z Testlocl GTIN 107105775444 000000 1163fDeklqvB  Active
2023-07-03T14 Verify 03543107-c24z Testlocl GTIN 107105775444 000000 1163fDeklqvB  Active Load more data Close
2023-07-03T14 Verify 03543107-c24: Testlocl GTIN 107105775444 000000 1163fDeklquB  Active True TTTTO
2023-07-03T14 Verify 03543107-c24z Testlocl GTIN 107105775444 000000 1163fDeklquB  Active True 11110 E Report Wlth report header SeCtlon COIIapsed
2023-07-03T14 Verify 03543107-c24z Testlocl GTIN 107105775444 000000 1163fDeklquB  Active True 11110
2023-07-03T14 Verify 03343107-c24z Testlocl GTIN 107105775444 000000 1163fDeklqvB  Active True 11110

AYAlGALttes GKSy SIOK GAYS
records are loaded, up to a maximum of 1,000,000

Previous page Page. 1 [C |of1 100rows v Next page |
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Load more data
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Reports Manageent - Submitting Report Parametdexample

Once a report has been selected, additional

information must be provided. The nature of any
additional information will depend on the report

type. For a full list of report types and the

additional information required for each, please
NEFSNI i2 GKS Wba+x{ wSLJ]N

¢KS SEFYLX S LONBr&edRSR A&
Wholesalers Stakehold€ NI LJ2 NIi ¢
provide the mandatory fields (denoted by an
asterisk *). They are:

AReport Name

AProduct Code Scheme, and Product Code.

Depending on the source of data used to create
the report, the information that will be captured /
in the report may not be up to date. The latest
available data shows the timestamp of the last
update of the data source for the report.

2y Replort Ngme
dza SNJ Ydza i
=3* Product Code

Once the additional information has been
supplied, the user is required to click the
WwSljdzSaid wSLR2NIQ 6 dzii
validation error is returned because the fields
were not entered. Entering a product code will

Contracted Wholesalers Stakeholder Report

Ji Lisk of 2Bl Ghr@actéd WhiplRsBers forys givenlpdbdéy R A E ©

Contracted Wholesalers Stakeholder R

GTIM

Request Report

Latest available data: 21/07/2023 10:00:00 UTC

The user can close the popup
GAUGK GKS W/t 2:
buttons.

Contracted Wholesalers Stakeholder Report

Latest available data: 21/074£023 10:00:00 UTC

List of all Contracted Wholesalers for a given product.
* Report Name Contracted Wholesalers Stakeholder Report

* Product Code GTIN

)Product Code can't be empty.

Go back Close

allow the user to successfully request a report.
Similar validation errors will be returned for
other reports and the user will be provided with

a message to indicate why.

Home > Reports

Medicines Verification Administration Portal

After successfully requesting a report, the user

will be returned to the Reports Home Screen and——=2__=o oo

The report I.1 - Audit trail of a suspected medicinal product
pack has been successfully requested.

The user can navigate back to the
fAad 2F F@LrAflofS

the requested report will show as an entry in the
table with a queued status.

13/
134

All=

07/2021, 16:36:38 Investigation

'07/2021, 16:25:01 Pharma

1.1 - Audit trail of a suspected medicinal product ...

Ph.3 - Active Packs Available Report

1.1 - Audit trail of a suspected medicinal product ... ncasuperuser@example.co... Queued [ ]

Ph.3 - Active Packs Available Report

FO1Q odzitz2y

All =

ncasuperuser@example.co... Completed h h [ ]
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