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Portal User Guide for Local Organisations

Introduction
This User Guide provides guidance to Local Organisations (i.e. 
Pharmacies, Wholesalers, and Hospitals) on the usage of the 
National Medicines Verification System.
The examples used in the slides may present data specific to a 
Wholesaler account, or a Pharmacy account, but all processes 
and features are equally applicable to the above organisation 
types. 

Prerequisites to the Registration Process
The following are required prior to a Local Organisation 
beginning the registration process.
1.The NMVO has agreed with the Local Organisation the Prime 
Contact and a set of Known Facts.
2.The NMVO has sent the Prime Contact of the Local 
Organisation a registration email.

Terminology

National Medicines Verification Organisation (NMVO)
The organisation set up by national stakeholders to manage the 
National System and medicine verification for that country

National Medicines Verification System (NMVS)
A system in the European Medicines Verification landscape that 
serves as the verification platform for one country. Local 
hǊƎŀƴƛǎŀǘƛƻƴǎ ŎƘŜŎƪ ŀ ǇǊƻŘǳŎǘΩǎ ŀǳǘƘŜƴǘƛŎƛǘȅ ǳǎƛƴƎ ŀ ŎƻƴƴŜŎǘƛƻƴ 
to this system

Local Organisations
The organisations required to use the NMVS to check a 
ǇǊƻŘǳŎǘΩǎ ŀǳǘƘŜƴǘƛŎƛǘȅ

Prime Contact
The first point of contact in the Local Organisation for the 
registration process

Known Facts
A pre-agreed set of challenge questions and answers used to 
verify identity during the registration process and known only 
to the NMVO and the Local Organisation



Introduction to Users and Clients

Users

ÅA User of the system is a physical user, i.e. a person.
ÅA User interacts with the NMVS through the NMVS 

Administration Portal and the NMVS Emergency Verification 
Portal. 

ÅA User requires an NMVS account to login to the 
Administration Portal and Emergency Verification Portal.

ÅA User account is associated to one or more User Roles that 
defines the permissions available to the user.

ÅUser Roles are defined through the NMVS Administration 
Portal. User Roles may be provided the full permissions set, 
or a reduced permissions set.  

Clients/Client Systems

ÅA Client of the NMVS is another IT system (i.e. a 
Wholesaler/Pharmacy/Hospital IT System).

ÅThe Client System interacts with the NMVS through a 
technical interface and is issued with Client System 
Credentials.

Å It is possible to modify the permission set for a Client System 
through the Portal within the limits of the permissions of the 
organisation type.
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Local Organisation Registration



Local Organisation Registration - Email Invitation

1. The NMVO initiates the Local Organisation 
registration process through its NMVO Portal.

2. As part of that process, the NMVO will  send 
the Prime Contact of the Local Organisation a 
registration email inviting them to register.

3. Upon receipt of the registration email, click the 
link in the registration email (or copy and paste 
the URL into the browser address bar).

4. Note: Please check your spam/junk email 
folder if you are expecting the mail but it  does 
not appear in your inbox.

5. Note: The URL in the email will  be unique to 
the associated registration. The validity period 
is stated in the email. If registration is not 
completed within the time frame, contact the 
local NMVO.



Local Organisation Registration - Known Facts Challenge Screen

1. Once the registration link has been opened in a web browser, 
the Known Facts challenge screen is presented (example 
screen shown to the right).

2. During the NMVO/Local Organisation engagement process, 
the Local Organisation will  have agreed (or been provided) a 
set of questions and answers up to a maximum of 5 (the 
ΨYƴƻǿƴ CŀŎǘǎΩύ.

3. The Prime Contact is required to input the agreed answers to 
all challenge questions in the text boxes:

1. Example Challenge Question 1 (Registration Number)
2. Example Answer 1 (12345678)
3. Example Challenge Question 2 (License Number)
4. Example Answer 2 (87654321)

4. ²ƘŜƴ ŀƭƭ ŀƴǎǿŜǊǎ ƘŀǾŜ ōŜŜƴ ǎǳǇǇƭƛŜŘΣ ŎƭƛŎƪ ΨbŜȄǘΩ ǘƻ ǎŜǘǳǇ ǘƘŜ 
initial Super User account.

5. The User name and Email are auto populated.
6. Enter the new password and confirm the new password.
7. Click complete to finish the registration process.

8. Once completed, a message detailing that the registration was 
successful will appear.

Terminology

Super User
A user in the super user role, that grants 
them the full set of permissions for their 
type of organisation.
The first user created during the registration 
process will be a super user.

It should be noted that the Super User role 
is immutable, i.e. it cannot change and will 
persist. It is recommended to use an email 
account specifically set up with this in mind.



Home Page & Login/Logout



1. 9ƴǘŜǊ ǘƘŜ Ψ¦ǎŜǊ bŀƳŜΩ ŀƴŘ ΨtŀǎǎǿƻǊŘΩ ƛƴ ǘƘŜ ƭƻƎƛƴ ǎŎǊŜŜƴ όǘƘŜ ǳǎŜǊ ƴŀƳŜ ƛǎ ǘƘŜ 
email address).

2. Auto-complete feature is turned on/off depending on the market. Please 
contact your NMVO for more details.

Note: The auto-complete feature supports strong passwords. Disabling this 
feature may lead to weaker passwords and a potential compromise of an 
account.

3. Show password button can be clicked to display password as text instead of 
dots.

4. /ƭƛŎƪ Ψ{ƛƎƴ LƴΩΦ

5. !ŦǘŜǊ ŎƭƛŎƪƛƴƎ Ψ{ƛƎƴ LƴΩ ǘƘŜ !ǳǘƘƻǊƛǎŀǘƛƻƴ /ƻŘŜ ŎƘŀƭƭŜƴƎŜ ǎŎǊŜŜƴ ǿƛƭƭ ōŜ 
presented.

6. If the User has forgotten their password and wants to reset it, then they can 
ǎŜƭŜŎǘ ǘƘŜ ΨtŀǎǎǿƻǊŘ wŜǎŜǘΩ ƭƛƴƪΦ

7. ¦ǎŜǊ Ŏŀƴ ŜƴǘŜǊ ǘƘŜ Ψ¦ǎŜǊ bŀƳŜΩ ƛΦŜΦ ǊŜƭŜǾŀƴǘ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ǎŜƭŜŎǘ Ψ{ŜƴŘΩΦ !n 
email will be sent to the specified email address to reset their password.

User Account - Login to the Portal

The footer displays copyright notice, environment, build number and release number, 
and is present on all screens.

Auto-complete

Note the language dropdown 
όŘŜŦŀǳƭǘŜŘ ǘƻ ά9ƴƎƭƛǎƘέύΦ ¢ƘŜ 
dropdown is only present in 
multilingual markets, and allows 
the user to specify in which 
language they prefer to use the 
system.

(Configuration based)



Invalid Login Credentials

If invalid login credentials are entered on the login screen, the 
message is displayed:

  ά¢ƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ȅƻǳ ǇǊƻǾƛŘŜŘ ǿŜǊŜ ƛƴŎƻǊǊŜŎǘΦ tƭŜŀǎŜ ŎƻƴŦƛǊƳ 
ȅƻǳǊ ¦ǎŜǊ bŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦέ

The combinations that can trigger this message are:
Å Valid Username + Incorrect Password
Å Invalid Username + Valid Password
Å Invalid Username + Invalid Password

If a blank Username or Password is entered in the field and the 
Ψ{ƛƎƴ LƴΩ ōǳǘǘƻƴ ƛǎ ŎƭƛŎƪŜŘΣ ŀƴ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ǿŀǊƴƛƴƎ ǘƘŀǘ ǘƘŜ ŦƛŜƭŘ 
cannot be empty is displayed.



Locked Out Screen

This screen appears after 
multiple unsuccessful login 
attempts and indicates that 
the account is locked. The 
user may wait until the 
lockout period expires. 
Alternatively, an 
administrator can manually 
unlock the account before 
the timeout ends.



Suspended Screen
If  a user account is suspended, or an organisation that the user 
belongs to is suspended, or all the locations of a location user are 
suspended or deactivated, then the user will see the login page 
with a message. If the user is logged in at the time they or the 
organisation is suspended, the user will be logged out. The 
example shown is a user suspended by the organisation.

Other scenarios and their associated messages are as follows:

Å Organisation Suspended:
"This Organisation has been suspended. Please contact your 
ba±h ŦƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴΦά

Å Suspended by NMVO:
"This account has been suspended by the NMVO. Please contact 
your NMVO for more information."

ÅSuspended for Inactivity:
"This account has been suspended for inactivity. Please contact 
your NMVO for more information."

Å Suspended or Unavailable Location:
"All user locations are either suspended or unavailable because 
they have been deactivated, deleted or transferred. Please 
contact your NMVO for more information." 

Å Suspended Location (EVA portal only):
"The selected user location has been suspended. Please contact 
your NMVO for more information." 



Force User to Change Password Screen

When a Super User from an Organisation selects the 
ΨCƻǊŎŜ ¦ǎŜǊ ǘƻ ŎƘŀƴƎŜ ǘƘŜ tŀǎǎǿƻǊŘΩ ƻǇǘƛƻƴ ŦƻǊ ŀ 
specific user, the next time that user logs in, they will 
see a prompt informing them to change their 
password.
¦Ǉƻƴ ŎƭƛŎƪƛƴƎ ǘƘŜ Ψ/ƘŀƴƎŜ tŀǎǎǿƻǊŘΩ ƭƛƴƪΣ ǘƘŜ ǳǎŜǊ ǿƛƭƭ 
be redirected to the Change Password screen (refer to 
the Change Password section in this guide for more 
details).



Expired Password Screen

²ƘŜƴ ŀ ¦ǎŜǊΩǎ ǇŀǎǎǿƻǊŘ ŜȄǇƛǊŜǎ ǘƘŜ ƳŜǎǎŀƎŜ ǿƛƭƭ ōŜ 
displayed to the user to change the password. When 
ǘƘŜ ǳǎŜǊ ŎƭƛŎƪǎ ǘƘŜ Ψ/ƘŀƴƎŜ tŀǎǎǿƻǊŘΩ ƭƛƴƪ ǘƘŜ ǳǎŜǊ ǿƛƭƭ 
be taken to the Change Password screen (see Change 
Password section in this guide)



User Account - Two Factor Authentication

Terminology

Two Factor Authentication

For improved security of the NMVS 
portal, Two Factor Authentication is 
employed in the login process.

Two Factor Authentication requires an 
Authorisation Code to be entered in 
addition to the user password.

The Authorisation Code is sent to the 
email address of the registered user.

The Two Factor Authentication step 
applies to all login attempts for all users.

1. Enter the Authorisation Code from the 
email into the Code field.

2. Note that the Authorisation Code expires 
within 5 minutes of being sent to the 
registered ǳǎŜǊΩǎ email address.

3. Click Ψ/ƻƴǘƛƴǳŜΩ to progress to the Portal.

4. To return to the Login screen, click Ψ{ǘŀǊǘ 
!ƎŀƛƴΩ.

This screen is displayed after the user enter correct Username and Password and click login



User Account - Home Screen

Upon successful login to the portal, the Home 
screen is presented.

The Users page provides access to the User 
Management features.

The Locations page provides access to Location 
Management features.

The Reports page provides access to Report 
Request & Management features.

The User Roles page allows the user to manage 
the authorisation roles of the organisation.

The Client Roles page provides access to Location 
Management features.

The Client Credentials page allows management 
of organisational credentials and their secrets

IT Supplier Qualification page to manage Test 
Books (subject to permissions)

The Change Password page allows the password 
to be changed.

The Help and Advice page points to the local 
NMVO website.

Clicking Ψ[ƻƎƻǳǘΩ will  logout the current user.

The current page is 
displayed here.

This button presents the 
Change Password page

This button links to the local 
NMVO website

NOTE: The Users, Locations, Reports, Client Roles, User Roles, Client Credentials, IT Supplier Qualificationentries of the menu will be available to the user 
subject to permission.



Logout Screen

This is the logout screen. It 
will be presented to the user 
on logging out of the system. 

Note the language 
dropdown (defaulted to 
ά9ƴƎƭƛǎƘέύΦ ¢Ƙƛǎ ŘǊƻǇŘƻǿƴ ƛǎ 
also present on the login 
screen and allows the user 
to specify in which language 
they prefer to use the 
system.

To return to the login screen, 
click the link indicated -  
άaŜŘƛŎƛƴŜǎ ±ŜǊƛŦƛŎŀǘƛƻƴ 
tƻǊǘŀƭέΦ



Timeout Session Screen

This is the screen that is 
presented when there has 
been no activity, by the 
currently logged in user, for 
a defined (configurable) 
period of time, usually 30 
minutes.

By clicking on the link 
indicated and re-logging in, 
the user will be returned to 
the page and part of the 
system that they were on 
when the session expired.



User Management



The columns are 
sortable.Click a heading 
to sort or toggle direction.

Indicates that user has 
the Super User role.

The account status 
can be one of the 
following  values:

The User Management 
functions are found on the 
Ψ¦ǎŜǊǎΩ ǇŀƎŜΦ

Note: The user accounts listed in the 
following slides are generic user 
accounts and do not map to the 
accounts made in the previous slides.

The Prime Contact and 
Secondary Contact columns 
indicate the Super user(s) 
who can be contacted by 
NMVO.

Ψ/ǊŜŀǘƛƻƴ 5ŀǘŜΩ ƛƴŘƛŎŀǘŜǎ ǘƘŜ ŘŀǘŜ ƻŦ 
when the user was created by the 
organisation's user administrator.

User Management - Main (1)

Row records 
can be filtered

Actions are described 
in a later slide

άtŀƎŜ ƴŜȄǘέΣ άǇŀƎŜ ǇǊŜǾƛƻǳǎέ ŀƴŘ ¦Ǉκ5ƻǿƴ ǇŀƎŜ 
controls can be used to scroll through list of users 
(depending on number of records)

Columns can be shown / 
hidden by (de)selecting the 
checkboxes

/ƭƛŎƪ Ψ/ǊŜŀǘŜΩ ǘƻ ōŜƎƛƴ ǘƘŜ 
process of creating a new user

Export user data, only for the 
organisation that the logged in user 
is part of. Two formats, Excel or CSV

Last Authorised Access shows 
timestamp of most recent 
access to portal or EVA

Last Authentication Attempt shows most 
recent authentication attempt and the 
outcome ς red = failed; green = successful

/ƭƛŎƪƛƴƎ ΨLΩ    ƛŎƻƴ ǇǊƻǾƛŘŜǎ 
list of permissions on the 
particular role

¢ƘŜ Ψ¦ǎŜǊ bŀƳŜΩ ŦƛŜƭŘ ŘƛǎǇƭŀȅǎ 
ŜŀŎƘ ǳǎŜǊΩǎ ŜƳŀƛƭ ŀŘŘǊŜǎǎκǳǎŜǊ 
name. The prime contact user 
will have their name displayed in 
parenthesis.



User Management - Main (2)
¢ƘŜ Ψ!ŎǘƛƻƴǎΩ ŦƛŜƭŘ Ŏƻƴǘŀƛƴǎ 

icons to represent the various 
actions that can be performed 

on a user account.

Edit a user 

/ƘŀƴƎŜ ǘƘŜ ǳǎŜǊΩǎ 
role(s) or their default 

location.
If the user is the prime 
contact, first and last 

name can be amended.

Delete a user

Permanent deletion 
of a user. The 
account is not 
recoverable.

Suspend a user

Suspension disables a 
user from being able to 

login to the 
Administration Portal or 

the Emergency 
Verification Application.

Unlock a user

The answer for when a 
user has locked their 

account after too many 
failed login attempts 
(after 5 attempts).

Reinstate a user

Reinstates a user 
following a suspension, 

enabling them to login to 
the Portals again.

Reassign Prime contact

Reassigns an 
organization prime 
contact from one 
super user to another 
super user.

Resend Invitation Email

Resends the invitation 
email to the user for 
activating their 
account.

Force Password Reset

To force the affected 
user to choose a new 
password on the next 

login.

Reassign 
secondary contact

Reassigns an 
organisation 
secondary 

contact from one 
super user to 
another super 

user.



1. Enter the email address of the new user.

2. User can optionally specify the location 
that will be automatically assigned to the 
new user when accessing the EVA portal.

3. The User Role must first be defined 
(through the User Roles page) for the 
new user account being created. 

The possible User Roles are listed in the 
Ψ¦ǎŜǊ wƻƭŜǎΩ ōƻȄΦ

{ŜƭŜŎǘ ǘƘŜ ǳǎŜǊΩǎ ǊƻƭŜόǎύΦ It is possible to 
assign multiple roles to a single user.

4. In this example a new user is created 
ǿƛǘƘ ōƻǘƘ ǘƘŜ ΨtƘŀǊƳŀŎƛǎǘ ¦ǎŜǊΩ ŀƴŘ 
ΨtƘŀǊƳŀŎȅ !ŘƳƛƴƛǎǘǊŀǘƻǊΩ ǳǎŜǊ ǊƻƭŜǎΦ

5. /ƭƛŎƪ ǘƘŜ Ψ/ǊŜŀǘŜΩ ōǳǘǘƻƴΦ

6. An invitation email is sent to the new 
user to begin the registration process.

User Management - Create User (1)

1. /ƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ΨLΩ  ƛƴŦƻǊƳŀǘƛƻƴ ƛŎƻƴ 
beside a User Role will popup a dialog 
listing all the permissions for that role

Fields marked with a red asterisk * are mandatory



When a user is successfully 
created a new entry is 
ƭƛǎǘŜŘ ƛƴ ǘƘŜ Ψ¦ǎŜǊǎΩ ǘŀōƭŜΦ

Lƴƛǘƛŀƭƭȅ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ōŜ ƛƴ ǘƘŜ ΨhƴōƻŀǊŘƛƴƎΩ 
ǎǘŀǘŜΣ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ Ψ!ŎŎƻǳƴǘ {ǘŀǘǳǎΩ ŦƛŜƭŘΦ

¢Ƙƛǎ ǿƛƭƭ ŎƘŀƴƎŜ ǘƻ Ψ!ŎǘƛǾŜΩ ǿƘŜƴ ǘƘŜ ǳǎŜǊ Ƙŀǎ 
completed the registration process.

User Management - Create User (2)



User Management - Edit User

2. The User Name 
cannot be changed.

4. User Roles may be selected 
or deselected. When 
selected a description of the 
role is displayed below (if a 
description has been 
created).

рΦ /ƭƛŎƪ Ψ¦ǇŘŀǘŜΩ ǘƻ finalise 
the changes.

1. To edit a user select the pencil icon in the 
row of the table for the user you wish to 
edit.

3. The default location can be 
        changed.

NOTE: When updating a prime 
contactuserthe First and Last Name are also 
displayed.The name will also be visible to 
the NMVO toassist in contact.



User Management - Delete User

3. Check the User Name is 
correct for the account 
you want to delete.

4. /ƭƛŎƪ Ψ5ŜƭŜǘŜΩ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ǳǎŜǊΦ

1. To permanently delete a User, select the 
bin icon in the row of the table for the user 
you wish to delete.

2. Note: The account is not recoverable.



User Management - Unlock User

2. Check the User Name is 
correct for the account 
you want to unlock.

3. /ƭƛŎƪ Ψ¦ƴƭƻŎƪΩ ǘƻ ǳƴƭƻŎƪ ǘƘŜ ǳǎŜǊ

1. To unlock a user (following account 
suspension due to too many failed login 
attempts), select the open padlock icon in 
the row of the table for the user you wish 
to unlock.



User Management - Suspend User

2. Check the User Name is correct for 
the account you want to suspend

3. /ƭƛŎƪ Ψ{ǳǎǇŜƴŘΩ ǘƻ ǎǳǎǇŜƴŘ ǘƘŜ ǳǎŜǊ

1. To suspend a user and disable their account 
from accessing the Administration Portal or 
the Emergency Verification Application, 
select the stop icon in the row of the table 
for the user you wish to suspend.



User Management - Reinstate User

2. Check the User Name is 
correct for the account you 

want to reinstate

3. /ƭƛŎƪ ΨwŜƛƴǎǘŀǘŜΩ ǘƻ ǊŜƛƴǎǘŀǘŜ ǘƘŜ ǳǎŜǊ

1. To reinstate a user (following account 
suspension), select the tick icon in the row 
of the table for the user you wish to 
reinstate.



User Management - Reassign Prime Contact

¢ƘŜ ΨtǊƛƳŜ /ƻƴǘŀŎǘΩ ƛŎƻƴ ǿƛƭƭ 
be shown in action list for the 
other super user who can be 
ƳŀŘŜ ŀǎ ΨtǊƛƳŜ /ƻƴǘŀŎǘΩ ŦƻǊ 

the Organisation.

The Super user can reassign an 
ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ prime contact from one  
Super User to another Super User. Only 
superusers with no associated locations 
can become the prime contact. A 
secondary contact can also be assigned 
as the prime contact.

On selection of the given 
ΨtǊƛƳŜ /ƻƴǘŀŎǘΩ ƛŎƻƴΣ ƛǘ ǿƛƭƭ 
present a popup where the 
user can enter the relevant 
ΨCƛǊǎǘ bŀƳŜΩ ŀƴŘ Ψ[ŀǎǘ bŀƳŜΩ 
for the new Prime Contact.

ΨtǊƛƳŜ /ƻƴǘŀŎǘΩ Ƙŀǎ ōŜŜƴ 
updated and the name of the 

user is included in parenthesis. 



User Management - Reassign Secondary Contact

¢ƘŜ ΨwŜŀǎǎƛƎƴ {ŜŎƻƴŘŀǊȅ /ƻƴǘŀŎǘΩ 
icon will be shown in action list 

for the other super user who can 
ōŜ ƳŀŘŜ ŀǎ Ψ{ŜŎƻƴŘŀǊȅ /ƻƴǘŀŎǘΩ 

for the Organisation.

The Super user can reassign an 
ƻǊƎŀƴƛǎŀǘƛƻƴΩǎ secondary contact from 
one Super User to another Super User. 
Only superusers with no associated 
locations can become the secondary 
contact.

hƴ ǎŜƭŜŎǘƛƻƴ ƻŦ ǘƘŜ ƎƛǾŜƴ ΨwŜŀǎǎƛƎƴ 
{ŜŎƻƴŘŀǊȅ /ƻƴǘŀŎǘΩ ƛŎƻƴΣ ƛǘ ǿƛƭƭ ǇǊŜǎŜƴǘ 
a popup where the user can enter the 
ǊŜƭŜǾŀƴǘ ΨCƛǊǎǘ bŀƳŜΩ ŀƴŘ Ψ[ŀǎǘ bŀƳŜΩ 

for the new Secondary Contact.

Ψ{ŜŎƻƴŘŀǊȅ /ƻƴǘŀŎǘΩ Ƙŀǎ ōŜŜƴ 
updated and the name of the 

user is included in parenthesis. 



User Management ς Resend Invitation Email

¢ƘŜ άwŜǎŜƴŘ LƴǾƛǘŀǘƛƻƴ 9Ƴŀƛƭέ ƛŎƻƴ ǿƛƭƭ ōŜ ǎƘƻǿƴ ƛƴ ǘƘŜ 
action list for any users with an account status as 
άhƴōƻŀǊŘƛƴƎέΦ 

Note: At initial creation of a user, an email is sent to the new user to complete their registration. If 
somehow this email is lost, the resend invitation email button is available to help with the process.

hƴ ǎŜƭŜŎǘƛƻƴ ƻŦ ǘƘŜ ƎƛǾŜƴ ΨwŜǎŜƴŘ 
LƴǾƛǘŀǘƛƻƴ 9ƳŀƛƭΩ ƛŎƻƴΣ ƛǘ ǿƛƭƭ 
present a popup where the user 
Ŏŀƴ ŎƭƛŎƪ ǘƘŜ άwŜǎŜƴŘέ ōǳǘǘƻƴ ǘƻ 
resend the invitation email to 
complete the registration.



2. Check the User Name 
is correct for the 

account you want to 
reset password

3. Click 'Force' to reset the user 
password

1. To force password reset a user, select the 
key icon in the row of the table for the user 
you wish to password reset.

User Management ς Force Password Reset



Location Management



Location Management - Main

Each Local Organisation will have at least one Location at which pack 
operations are performed.

Each Location shall be defined in accordance with the following steps.

The outcome of this process is the generation of Client System 
Credentials, which are required to be implemented in the Client 
Systems by the Local hǊƎŀƴƛǎŀǘƛƻƴΩǎ IT Supplier.

¢ƘŜ Ψ{Ƙƻǿ [ƻŎŀǘƛƻƴǎ ǿƛǘƘ tǊƻǇƻǎŜŘ /ƘŀƴƎŜǎ 
hƴƭȅΩ ŎƘŜŎƪōƻȄ ǿƛƭƭ ƻƴƭȅ ōŜ ŘƛǎǇƭŀȅŜŘ LC ǘƘŜǊŜ 
are locations with pending changes (from the 
NMVO). Any location with pending changes will 
be listed in bold in the table.

Access Locations from the home 
ǇŀƎŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ Ψ[ƻŎŀǘƛƻƴǎΩ ǘŀō

Locations can be suspended by the local 
Organisation or by the NMVO. To 
reinstate the location click the recycle 
arrow icon (further instructions on later 
slides). When a location is suspended 
by the NMVO this will be indicated in 
the location status. 

Columns are sortable

Columns can be filtered

Following columns can be 
displayed / hidden by clicking 
ǘƘŜ Ψ!ƭƭΩ  ōǳǘǘƻƴ  ŀƴŘ ǎŜƭŜŎǘƛƴƎ κ 
deselecting individual columns

Additional location information that confirms 
legitimacy of end ςuser location, such as SPOR 
OMS LOC ID  (wholesale dealer) or licence 
number (wholesaler, pharmacy), or 
EudraGMDP information.

Suspend location ς clicking this opens a dialog to confirm suspending 
a location.

Delete location - Clicking opens a dialog to confirm deletion.

Edit location. Clicking on this icon opens the Locations details page 
where the address of the location can be edited, also client 
equipment can be managed (more details in later slides)

Review Proposed Changes ς when the NMVO makes changes to a 
location, the Prime Contact is notified of the proposed changes, and an 
authorised end-user of the local organisation must approve or reject the 
changes.

Reactivate location ς clicking this opens a dialog to confirm reactivating 
a suspended location.

View location activity for the organisation. Activity data available for 
the last 30 days.

Export a list of locations that are visible to the 
user. I.e., if an organisation level user then all 
users in the organisation, if a user tied to a 
location, only that location will be exported. 
Excel and CSV file formats. See other slide.

Allows user to search a list 
of locations by Client ID

Toggle to show/hide each 
equipment of locations in 
the table. If displayed, this 
will increase the number of 
rows in the table.



Fields that are exported:

ÅLocation ID 
ÅLocation Name 
ÅLocation Address (Address Line, City, 
Postal Code) 
ÅContact Email 
ÅContact Phone Number 
ÅContact Details Allowed in AMS 
ÅStatus 
ÅLegitimacy Information 
ÅNumber of equipment 

/ƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά9ȄǇƻǊǘ /{±έ ōǳǘǘƻƴ 
will popup a dialog. The user can 
choose to either open the file in Excel 
(or other program), or download it.

/ƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά9ȄǇƻǊǘ 9ȄŎŜƭέ 
button will automatically download 
and open the file in Excel format.

Location Management - Export



Location Management - Add Locations

оΦ /ƭƛŎƪ Ψ/ǊŜŀǘŜΩ ǘƻ ŀŘŘ ǘƘŜ ƴŜǿ 
location. The dialog will be 
dismissed and user returned to 
main Locations page.

Location Name: The geographic location 
where pack operations will be performed. Address: The physical address of the location 

where pack operations will be performed.City: The city in which pack 
operations will be performed.

Postal Code: The postal code of the location 
at which operations will be performed. The 
postal code must be provided.

4. A toast message will be briefly displayed.

Newly added location will appear in 
[ƻŎŀǘƛƻƴǎ ǘŀōƭŜ ǿƛǘƘ ΨtŜƴŘƛƴƎΩ ǎǘŀǘǳǎΦ ¢ƘŜ 
NMVO will then review the location details 
and decide on whether to approve the 
location before the location can become 
active.

Note that this functionality may be disabled 
in your market. If so, created locations will 
move directly to being active.

1. To begin the process of adding a 
ƭƻŎŀǘƛƻƴΣ ŎƭƛŎƪ Ψ/ǊŜŀǘŜΩ ōǳǘǘƻƴΦ ¢ƘŜ 
Ψ!ŘŘ [ƻŎŀǘƛƻƴΩ ŘƛŀƭƻƎ ǿƛƭƭ ŀǇǇŜŀǊΦ

The Country Code field only appears for 
systems in Switzerland or Lichtenstein

2. Enter details (address) of the new 
location in the popup dialog. Fields with 
a red asterisk * are mandatory

Legitimacy information 
confirms that location is valid.

Hovering over the         Information icon beside 
Ψ[ŜƎƛǘƛƳŀŎȅ LƴŦƻǊƳŀǘƛƻƴΩ ƭŀōŜƭ ǿƛƭƭ ŘƛǎǇƭŀȅ ŀ 
prompt to enter valid verification details

Legitimacy Information field is shown here 
because field ownership is configured at Local 
Organisation level. If Legitimacy information 
ownership is set to NMVO level the field will 
not be shown at all. Whether field is mandatory 
or not is also a system configuration

A contact email address and 
phone number for the Location

Permission checkbox to allow the 
NMVO to use contact details in 
local Alert Management System



Location Management - Edit Pending Location

1. To edit a location, click the 

Ψ9ŘƛǘΩ ƛŎƻƴ ƴŜȄǘ ǘƻ ǘƘŜ [ƻŎŀǘƛƻƴ 
ǿƛǘƘ ΨtŜƴŘƛƴƎΩ ǎǘŀǘǳǎ ŀƴŘ ǘƘŜ 9Řƛǘ 
(Pending) Location dialog will be 
displayed.

2. It is possible to edit the information fields associated with a Location, 
i.e.:

Å Location Name
Å Address
Å City
Å Postal Code
Å (Country Code for supranational markets)
Å Contact Email
Å Contact Phone Number
Å Contact Details Allowed in AMS
Å Legitimacy Information (mandatory if set in config)

It is not possible to change the Location ID generated by the portal.

Main Location pageEdit (Pending) Location dialog

3. When any field of the address is edited, the Update button becomes 
ŜƴŀōƭŜŘΦ /ƭƛŎƪ ǘƘŜ Ψ¦ǇŘŀǘŜΩ ōǳǘǘƻƴ ŀƴŘ ŘƛŀƭƻƎ ƛǎ ŘƛǎƳƛǎǎŜŘ ŀƴŘ ǳǎŜǊ ƛǎ 
returned to main location page.
A toast message is briefly displayed on the main locations page.

When a location is in a pending state the edit functionality allows the local organisation to modify the properties that they have provided to the NMVO for legitimacy checking. Any modification 
will be visible to the NMVO while they are reviewing the pending location. Modifying the pending location properties may be a result of legitimacy check discussions with the NMVO, or to correct 
typographical errors.

The Legitimacy Information field is not 
displayed here because its ownership is 
configured at the NMVO level. If ownership is 
set to the Local Org level instead, the field will 
be visible. Additionally, whether the field is 
mandatory depends on the system 
configuration.



Location Management - Edit Non-Pending Location

To edit a location, click the 
Ψ9ŘƛǘΩ ƛŎƻƴ ƴŜȄǘ ǘƻ ǘƘŜ [ƻŎŀǘƛƻƴ 
to be edited and the Location 
details dialog will be displayed.

2. It is possible to edit the 

information fields 
associated with a Location, 
i.e.:

Å Location Name
Å Address
Å City
Å Postal Code
Å (Country Code for 

supranational markets)
Å Contact Email
Å Contact Phone Number
Å Contact Details Allowed 

in AMS
Å Legitimacy Information 

(mandatory if set in 
config)

It is not possible to change 
the Location ID generated by 
the portal.

Legitimacy Information field 
is editable depending on 
configuration / ownership 
settings.

Main Location page

Location Details dialog popup

3. When any field of the 

address is edited, the Update 
button becomes enabled

To refresh location details

Toggle to collapse / expand the 
Equipment List table section.

Explained on slide(s) in Equipment 
Management section



Location Management - Suspend Location

1. To suspend a location, click 
ǘƘŜ Ψ{ǳǎǇŜƴŘΩ ƛŎƻƴ ŀƎŀƛƴǎǘ ǘƘŜ 
location record.

2. A confirmation window will 
prompt the user to confirm 
that the location is to be 
suspended. To enact the 
ǎǳǎǇŜƴǎƛƻƴΣ ŎƭƛŎƪ Ψ{ǳǎǇŜƴŘΩΦ

There may be circumstances in which it is necessary to Suspend an entire Location. 

Suspending a location will cause any requests, made to the NMVS, from equipment in that location to be rejected.



Location Management - Reinstate Location

To reinstate a location 
following a suspension, click 
ƻƴ ǘƘŜ ΨwŜƛƴǎǘŀǘŜΩ ƛŎƻƴΣ ǘƘŜƴ 
ǘƘŜ ΨwŜƛƴǎǘŀǘŜΩ ōǳǘǘƻƴ ƛƴ ǘƘŜ 
pop-up window.

Suspended locations may be 
reinstated, allowing requests made 
from that location to the NMVS to be 
accepted.



Location Management - Delete Location

To delete a location, click the 
Ψ5ŜƭŜǘŜΩ ƛŎƻƴ ƴŜȄǘ ǘƻ ǘƘŜ 
Location to be deleted.

2. A confirmation window will prompt the 
user to enter the name of the  Location 
as a safety check before allowing the 
delete action to proceed.

3. When the location has been entered, 
ŎƭƛŎƪ Ψ5ŜƭŜǘŜΩ ōǳǘǘƻƴΦ

4. Dialog will be dismissed and user 
returned to main locations page. A 
toast confirmation message will be 
briefly displayed.

It may be necessary to delete 
locations, for example if a location 
is closed down, or no longer 
performs pack operations.

Warning: Deleting a location will permanently deactivate any client equipment belonging to the 
location. Use with care.
Note: An NMVO user can reactivate the location and thereby allow reactivation of any associated 
packs but new client equipment must be created.



Location Management ς Review Proposed Location Changes

2. To approve or reject the proposed changes, click 
ŜƛǘƘŜǊ ǘƘŜ Ψ!ǇǇǊƻǾŜΩ ƻǊ ΨwŜƧŜŎǘΩ ōǳǘǘƻƴǎ ŀǎ ŀǇǇǊƻǇǊƛŀǘŜΣ 
and the corresponding confirmation dialog will popup.

For rejections it is possible to give a reason. Also, an 
email will be sent to the NMVO.

оΦ /ƭƛŎƪ Ψ!ǇǇǊƻǾŜΩ ōǳǘǘƻƴ ǘƻ ŀǇǇǊƻǾŜ ǘƘŜ 
ŎƘŀƴƎŜǎΣ ƻǊ Ψ/ƭƻǎŜΩ ǘƻ ŎŀƴŎŜƭ ƻǳǘΦ

/ƭƛŎƪ ΨwŜƧŜŎǘΩ ōǳǘǘƻƴ ǘƻ ǊŜƧŜŎǘ ǘƘŜ 
ŎƘŀƴƎŜǎΣ ƻǊ Ψ/ƭƻǎŜΩ ǘƻ ŎŀƴŎŜƭ ƻǳǘ

NOTE: If Legitimacy Information Ownership is at 
NMVO level and the NMVO only changes legitimacy 
info, this change will be persisted in the database and 
does not require approval from the local organization.

1. To review changes proposed 
ōȅ ǘƘŜ ba±h ŎƭƛŎƪ ǘƘŜ ΨwŜǾƛŜǿ 
tǊƻǇƻǎŜŘ /ƘŀƴƎŜǎΩ ƛŎƻƴ ŀƴŘ ǘƘŜ 
appropriate dialog will popup.



Locations Management - Market with connectors

Location not linked to a 
connector

Location linked to a 
connector
(identifiable by the presence 
of Connector and Connector 
Location ID)

Name of the connector

ID that uniquely identifies 
the location within the 
connector system

A specific market (currently only Greece) can be configured to allow local organisation connections through the use of a connector, rather than via direct 
connections using NMVS client equipment.

The link between a location and its connector is defined by:
 - Connector: the connector that will be allowed to perform transactions on behalf of the location.
 - Connector Location ID: the ID that uniquely identifies the location within the connector system, and which the connector sends over to the NMVS on 
each API transaction, to tell the NMVS which underlying location is performing the transaction.

The link is managed by the NMVO, and only displayed to the end-user for awareness, within the NMVS portal.



Equipment Management



Å Allocation of Client System Credentials is the 
responsibility of the Local Organisation with the 
support of their IT Supplier

Å Each independent terminal is considered a unique 
piece of equipment and must be issued credentials 
individually.  

Å Independent terminals at the same location have a 
different equipment name but the same location 
name.

Å A pharmacist at a location with two terminals may, if 
they wish, use one terminal to supply a pack and the 
other to reactivate the same pack, however the 
pharmacy cannot reactivate a pack from a different 
location even if it  is within the same user 
organisation.

Å A Local Organisation may have many locations and 
each location may have many pieces of equipment 
(client systems) , see diagram.

Å Users should be aware that each time client 
credentials are presented to the NMVS, this 
represents a formal confirmation by the Local 
Organisation as to the location of the client system 
and the equipment which is connecting to the 
NMVS.  

Å This confirmation is mandated by the EMVS 
requirements in order to comply with the EU 
Delegated Regulation.  

Å Any misrepresentation may be deemed an abuse of 
the system by the NMVO and/or the national 
competent body.

Internet 

National System 

Pharmacy Chain ( Local Organisation)

Branch in City A 
(Location)

EPOS2 (Equipment)

Branch in City B 
(Location)

Branch in City C (Location)

EPOS2

EPOS1
EPOS3

Connection

Connection

Connection

Connection

EPOS1 (Equipment) EPOS1 (Equipment)

EPOS Server
(Eqipment)

Location Management ς Client Equipment Credentials



Location Management ς Client Equipment Credentials (2)

Å Client System Credentials are used during a request for an access token to the NMVS.

Å Access tokens represent authorisation of the system to perform actions against the NMVS. The access tokens expire every 30 minutes.

Å If a client is suspended any access token remains valid until  it  expires, so a suspended client may continue to access the system for up to 30 minutes.

Å A suspended client may still be issued with a new access token, but any attempt to perform a transaction with the verification or reporting API will  fail with an 
unauthorized response.

Å Should the equipment be deleted then a new set of Client System Credentials need to be generated and applied before that client can request a new access token.

Å The secrets for credentials can be managed, whereby a fully-functioning alternative secondary secret can be generated to work with the same client ID as for the 
primary secret. Management includes regenerating new secrets and swapping between assigned primary and secondary secrets.

Note:
The NMVS does not authenticate users of client systems.  This is the responsibility of the client system.  No mechanism is provided to client systems to inform the 
NMVS about the user of the client system or their roles or permissions.  The NMVS does not record any information about the local user.



Equipment Management - Equipment List (1)

Following the creation of 
the credentials, the Client 
Equipment table is now 
populated with the new 
equipment.

/ƭƛŎƪ ǘƘŜ Ψ/ǊŜŀǘŜΩ ōǳǘǘƻƴ 
to open the  dialog to 
add client equipment.

To edit a Client Equipment

To delete a Client Equipment

To  suspend a Client Equipment

To reinstate a suspended Client Equipment

Actions that can be performed on Client Equipment. Client 
equipment management is described in other section.

Secrets column shows the type of secret for a particular client credential, 
and the last time it was generated.
Management of secrets can be done here including regeneration, 
swapping and deletion (secondary only). More details in other slide.

/ƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ΨLΩ          ƛƴŦƻǊƳŀǘƛƻƴ ƛŎƻƴ 
beside a Client Role will popup a dialog 
listing all the permissions for that role

Columns can be sorted by 
clicking on column name

Columns can be filtered 
by typing valid value 
into textbox, or selecting 
from dropdown

Controls to scroll through 
more than one page, how 
much equipment to 
display on one page, etc.

Columns can be selected or 
ŘƛǎǇƭŀȅŜŘ ōȅ ŎƭƛŎƪƛƴƎ Ψ!ƭƭΩ 
and toggling the checkbox

Table shows list of equipment that belong to one location

The user can select between four APIs and the 
selected API determines the available columns. 
The Verification API is selected by default.



Equipment Management - Equipment List (2)

The equipment list table can be viewed from the perspective of 4 different APIs. 
The API that is selected determines the columns available in the grid and under the 
Ψ!ƭƭΩ ōǳǘǘƻƴΦ ¢ƘŜ !tLǎ ŀǊŜΥ

- Verification API
- Reporting API
- Authentication API
- Identity API

Identity API

Authentication API

Verification API

Reporting API



1. 9ƴǘŜǊ ǘƘŜ Ψ9ǉǳƛǇƳŜƴǘ LŘΩ 
for the item of equipment 
that will be used to 
perform pack operations. 

This may be, for example, 
άth{ ¢ŜǊƳƛƴŀƭ мέΣ ŀƴŘ Ƴŀȅ 
be informed by the Client 
System naming convention 
in place.

2. A client role may be 
selected to define what 
parts of the system the 
equipment has access to. 
These roles are previously 
ŘŜŦƛƴŜŘ ƛƴ  ǘƘŜ ά/ƭƛŜƴǘ 
wƻƭŜǎέ ŀǊŜŀ ƻŦ ǘƘŜ ǎȅǎǘŜƳΦ

Both Client Role and 
Equipment Id are 
mandatory and must be 
ŘŜŦƛƴŜŘ ōŜŦƻǊŜ Ψ/ǊŜŀǘŜΩ 
button is enabled.

More than one role can be 
selected.

3. /ƭƛŎƪ ά/ǊŜŀǘŜέ ǘƻ ŎǊŜŀǘŜ ǘƘŜ 
Client System Credentials.

Equipment Management - Add Client Equipment (1)

Clicking on the          information icon 
beside a Client Role will popup a dialog 
listing all the permissions for that role



Equipment Management - Add Client Equipment (2)

Clicking this icon will copy the 
credential to the clipboard.

1. Client System Credentials consist of a 
Client ID and a Client Secret. These 
credentials need to be provided to the 
responsible owner of the IT System of 
the Local Organisation.

2. The first time client equipment is 
created, primary client credentials are 
created by default. It is possible to 
create a secondary secret for the 
same credential (client id), and both 
secrets can be valid and used freely.

3. NB: The full Client Secret is only 
displayed ONCE. If the screen is closed 
before recording it against the Client 
ID then the secret can be regenerated 
(see secret management slides)

4. When the credentials have been 
ǊŜŎƻǊŘŜŘΣ ŎƭƛŎƪ Ψ/ƭƻǎŜΩ ǘƻ ŎƭƻǎŜ ǘƘŜ 
window.

5. The credentials are sensitive and 
should not be shared with any party 
not directly involved in the Client 
System connection process.



Equipment Management - Edit Client Equipment

1. Clicking the Edit icon will display the 
Ψ9Řƛǘ /ƭƛŜƴǘ 9ǉǳƛǇƳŜƴǘΩ ŘƛŀƭƻƎ ǇƻǇǳǇΦ

Location details dialog

2. Make any change to the Equipment Id or 
the list of Client Roles. This will enable the 
Ψ¦ǇŘŀǘŜΩ ōǳǘǘƻƴ. In this example, the 
Equipment Id is changed to "CE-2 Edited".

оΦ /ƭƛŎƪ Ψ¦ǇŘŀǘŜΩ ōǳǘǘƻƴΦ ¦ǎŜǊ ǿƛƭƭ ōŜ 
returned to  Location details dialog and the 
Client equipment record will be updated to 
reflect the changes.



Equipment Management - Suspend Client Equipment

To suspend client equipment, 
ŎƭƛŎƪ ǘƘŜ Ψ{ǳǎǇŜƴŘΩ ƛŎƻƴ 
against the equipment to be 
suspended.

A confirmation window will 
prompt the user to confirm 
that the equipment is to be 
suspended. To enact the 
ǎǳǎǇŜƴǎƛƻƴΣ ŎƭƛŎƪ Ψ{ǳǎǇŜƴŘΩΦ

There may be circumstances in which it is necessary to Suspend Client Equipment. 

Suspending client equipment causes any requests made from that equipment to the NMVS to be rejected.



Equipment Management - Reinstate Client Equipment

To reinstate client 
equipment following a 
suspension, click on the 
ΨwŜƛƴǎǘŀǘŜΩ ƛŎƻƴΣ ǘƘŜƴ ǘƘŜ 
ΨwŜƛƴǎǘŀǘŜΩ ōǳǘǘƻƴ ƛƴ ǘƘŜ 
pop-up window.

Suspended Client Equipment may be reinstated, allowing requests made from that equipment to the NMVS to be accepted.



Equipment Management - Delete Client Equipment

1. To delete client equipment, click 
ǘƘŜ Ψ5ŜƭŜǘŜΩ ƛŎƻƴ ŀƎŀƛƴǎǘ ǘƘŜ 
equipment to be deleted.

2. A confirmation window will prompt the user to confirm 
ǘƘŀǘ ǘƘŜ ŜǉǳƛǇƳŜƴǘ ƛǎ ǘƻ ōŜ ŘŜƭŜǘŜŘΦ /ƭƛŎƪ ƻƴ Ψ5ŜƭŜǘŜΩ 
button.

Dialog will be dismissed and user returned to Location 
details page.

There may be circumstances in which it is necessary to delete Client Equipment. 



мΦ ²ƘŜƴ ǘƘŜ Ǉƭǳǎ ƛŎƻƴ ƛǎ ŎƭƛŎƪŜŘ ǘƘŜ Ψ/ǊŜŀǘŜ 
{ŜŎƻƴŘŀǊȅ {ŜŎǊŜǘΩ ŘƛŀƭƻƎ ǇƻǇǎ ǳǇΦ bƻǘŜ ǘƘŀǘ 
secondary secrets can be created for 
equipment that only has primary secrets

нΦ /ƭƛŎƪ ǘƘŜ Ψ/ǊŜŀǘŜΩ ōǳǘǘƻƴ ǘƻ ŎǊŜŀǘŜ ǘƘŜ ǎŜŎƻƴŘŀǊȅ 
secret. Details of the credentials including 
secondary secret will be displayed. Note that the 
client id is the same as for the primary secret, and 
the secret will be displayed only ONCE.

оΦ /ƭƛŎƪ Ψ/ƭƻǎŜΩ ǘƻ ŎƭƻǎŜ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ǇƻǇǳǇ ŀƴŘ ǊŜǘǳǊƴ ǘƻ [ƻŎŀǘƛƻƴ ǇŀƎŜΦ 
After the secondary secret is created, an entry appears in the Equipment 
table with the designation and date of creation of the secondary secret

Equipment Management ς Create Secondary Secret



1. When the double arrow 
icon is clicked the 
ΨwŜƎŜƴŜǊŀǘŜ tǊƛƳŀǊȅ {ŜŎǊŜǘΩ 
dialog pops up. 

нΦ /ƭƛŎƪ ǘƘŜ ΨwŜƎŜƴŜǊŀǘŜΩ ōǳǘǘƻƴ ǘƻ ŎƻƴŦƛǊƳΦ hƴŎŜ 
the secret is regenerated, the old previous secret 
cannot be used ever again.

Details of the credentials with regenerated secret 
will be displayed. Note that the client id has not 
changed, and the secret will be displayed only 
ONCE.

Regeneration of secrets improves the security of end-user 
connections, facilitates regular renewal of authentication 
secrets and reduces risk of unauthorized access to the 
system.

оΦ /ƭƛŎƪ Ψ/ƭƻǎŜΩ ǘƻ ŎƭƻǎŜ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ǇƻǇǳǇ 
and return to Location page. After the secret is 
regenerated, the date beside the secret in the 
Equipments table is updated.

Equipment Management ς Regenerate Primary Secret



1. When the double arrow 
icon is clicked the 
ΨwŜƎŜƴŜǊŀǘŜ {ŜŎƻƴŘŀǊȅ 
{ŜŎǊŜǘΩ ŘƛŀƭƻƎ ǇƻǇǎ ǳǇΦ 

нΦ /ƭƛŎƪ ǘƘŜ ΨwŜƎŜƴŜǊŀǘŜΩ ōǳǘǘƻƴ ǘƻ ŎƻƴŦƛǊƳΦ hƴŎŜ 
the secret is regenerated, the old previous secret 
cannot be used ever again.

Details of the credentials with regenerated secret 
will be displayed. Note that the client id has not 
changed, and the secret will be displayed only 
ONCE.

Regeneration of secrets improves the security of end-user 
connections, facilitates regular renewal of authentication 
secrets and reduces risk of unauthorized access to the 
system.

оΦ /ƭƛŎƪ Ψ/ƭƻǎŜΩ ǘƻ ŎƭƻǎŜ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ǇƻǇǳǇ 
and return to Location page. After the secret is 
regenerated, the date beside the secret in the 
Equipments table is updated.

Equipment Management ς Regenerate Secondary Secret



1. When the arrow up icon is 
ŎƭƛŎƪŜŘ ǘƘŜ Ψ{ǿŀǇ {ŜŎǊŜǘǎΩ 
dialog pops up. Note that 
the icon is only displayed for 
credentials that have both a 
primary and secondary 
secret.

нΦ /ƭƛŎƪ ǘƘŜ Ψ{ǿŀǇΩ ōǳǘǘƻƴ ǘƻ ŎƻƴŦƛǊƳ ǘƘŀǘ ǘƘŜ 
secrets should be swapped. User is returned to the 
Equipments list page.

{ǿŀǇǇƛƴƎ ǎŜŎǊŜǘǎ ŀƭƭƻǿǎ ǘƘŜ ŘŜǎƛƎƴŀǘƛƻƴǎ ΨtǊƛƳŀǊȅ 
{ŜŎǊŜǘΩ ŀƴŘ Ψ{ŜŎƻƴŘŀǊȅ {ŜŎǊŜǘΩ ǘƻ ōŜ ŜȄŎƘŀƴƎŜŘΦ 
This should not affect the working of the secrets

Equipment Management ς Swap Secrets



Clicking the information icon beside a secret will make 
the credentials information dialog popup.  The same 
fields will be displayed for primary and secondary 
secrets.

Note that the full secret is not displayed, only the first 
three (3) characters. If historical secrets exist pre-
ǊŜƭŜŀǎŜ мр ǘƘŜƴ ǎƛȄ ŀǎǘŜǊƛǎƪǎ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ΨϝϝϝϝϝϝΩ

If the secret has been regenerated then this will be 
ǊŜŦƭŜŎǘŜŘ ƛƴ ǘƘŜ Ψ¦ǇŘŀǘŜŘ 5ŀǘŜΩ ǘƛƳŜǎǘŀƳǇΦ The 
"Creation Date" timestamp is automatically recorded 
when a client secret is generated for the first time. 

If an Equipment has two secrets, the ClientId will be the 
same for both of them

Equipment Management ς Information



1. When the trash icon is 
ŎƭƛŎƪŜŘ ǘƘŜ Ψ5ŜƭŜǘŜ 
{ŜŎƻƴŘŀǊȅ {ŜŎǊŜǘΩ ŘƛŀƭƻƎ 
pops up. Note that primary 
secrets can not be deleted.

нΦ /ƭƛŎƪ ǘƘŜ Ψ5ŜƭŜǘŜΩ ōǳǘǘƻƴ ǘƻ ŎƻƴŦƛǊƳ ŘŜƭŜǘƛƻƴΦ ¦ǎŜǊ ǿƛƭƭ ōŜ 
returned to Location page Equipment List table will be updated.

Equipment Management ς Delete Secondary Secret



Reports Management



Admin Portal reporting works as a two stage 
activity.

Reports Management ς Main(1)
Users with sufficient account privileges are able to generate 
reports in the Admin Portal. A uǎŜǊ ǿƛǘƘ ǘƘŜ άwŜǇƻǊǘκ/ƻƴǘǊƻƭέ 
ǇŜǊƳƛǎǎƛƻƴ ǿƛƭƭ ǎŜŜ ŀ ΨwŜǇƻǊǘǎΩ ƳŜƴǳ ŀŦǘŜǊ ƭƻƎƛƴ.
NOTE: Reports can also be generated via the API

Navigate to Reports in the menu column.

The table is paginated if there are enough 
generated reports. Use the next and 
previous page buttons to navigate or page 
jump. The user may also select how many 
reports are displayed in each page.

4.  After a report is completed, the 
report can then be downloaded from 
the filterable table in its available 
formats, or deleted.

3.  Following submission of any required report parameters (discussed on the 
next slide) the report and its status will appear in the table and a toast message 
displayed briefly. Report generation is not instantaneous and the request status 
ǿƛƭƭ ōŜ ΨwǳƴƴƛƴƎΩ ǿƛǘƘ ŀƴ ƛŎƻƴ ǘƻ ƛƴŘƛŎŀǘŜ ǘƘŜ ǊŜǇƻǊǘ ƛǎ ōŜƛƴƎ ƎŜƴŜǊŀǘŜŘΦ This 
page will auto-refresh.

2.  The user can filter by report category, 
type and description. To select the report 
to request click anywhere on the chosen 
report row. The user can press close to exit 
out of the request. A complete list of the 
reports available to request can be found 
in the Appendix.

1.  A report is requested by the user by 
ŎƭƛŎƪƛƴƎ ΨwŜǉǳŜǎǘ bŜǿ wŜǇƻǊǘΩΦ ! ǇƻǇǳǇ 
will appear with a list of the report types 
available to the user. 

Ψ[ŀǘŜǎǘ ŀǾŀƛƭŀōƭŜ ŘŀǘŀΩ ǎƘƻǿǎ ǘƘŜ 
timestamp of the last update of the 
Řŀǘŀ ǎƻǳǊŎŜ ŦƻǊ ǘƘŜ ǊŜǇƻǊǘΦ ΨbŜȄǘ Řŀǘŀ 
ǳǇŘŀǘŜΩ ǎƘƻǿǎ ǘƘŜ ǘƛƳŜǎǘŀƳǇ ŀǘ 
which the next update of data source 
for the report is estimated to occur. Columns in the table can be 

selected / unselected for display 
ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ Ψ!ƭƭΩ ōǳǘǘƻƴ



Reports that have been successfully requested will show 
in the filterable table of the Reports Home Screen. 
Requested reports will exhibit one of four statuses:
a) Queued: Report is waiting for batch processing.
b) Running: Report is being created.
c) Completed: Report is ready for download.
d) Failed: One or more rreport formats could not be 

created.

²ƘŜƴ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ŀ ǊŜǇƻǊǘ ŎƘŀƴƎŜǎ ǘƻ Ψ/ƻƳǇƭŜǘŜŘΩ ƛǘ 
may be downloaded in its full list of available formats. In 
some cases a format may fail to process. In this case a 
ǊŜǇƻǊǘΩǎ ǎǘŀǘǳǎ ǿƛƭƭ ōŜ ƭƛǎǘŜŘ ŀǎ ΨCŀƛƭŜŘΩΣ ƘƻǿŜǾŜǊΣ ƴƻǘ ŀƭƭ 
report formats may fail and if the icon is displayed that 

format was successful and can be downloaded.

Reports that have been successfully requested can be seen by any user assigned the same location(s) or reporting rights in the organization.

Reports Management ς Main (2)

Generated reports can be sorted 
by clicking on the column name Generated reports can be filtered

Action options from Left to Right are as follows:

Å View report content online

Å Download report as CSV file.

Å Download report as PDF file.

Å Delete report. (All reports older than 60 days will be automatically deleted.)

Location-based Report generation.

The list of generated reports that are displayed 
depend on the Locations that the logged in user is 
associated with (this is done in the User Management 
area). Users can only generate and view reports for 
the locations they are assigned to. 
If two different users are assigned the same subset of 
locations, both will be able to view reports generated 
by the other for the subset location(s). 
If the user has access to multiple locations within the 
organisation, they can choose which location reports 
should be generated for.
If there are no locations assigned (organisational 
user), then they can see all reports generated for the 
organisation.

A report can be deleted by the user using the icons displayed in 
ǘƘŜ Ψ!ŎǘƛƻƴǎΩ ŎƻƭǳƳƴΦ
Note: It is not necessary to remain logged into the Admin portal 
while a report is completed. Users are at liberty to log out and in 
again while the report is being processed



Reports Management  - Report Actions

Ψ5ƻǿƴƭƻŀŘ ŀǎ 9ȄŎŜƭΩΥ /ƭƛŎƪƛƴƎ ǘƘƛǎ ƛŎƻƴ ǿƛƭƭ ƻŦŦŜǊ ƻǇǘƛƻƴ ƻŦ 
opening report as an Excel file, or downloading to file system.

Delete the report (All reports older than 60 days 
will be automatically deleted)

Ψ5ƻǿƴƭƻŀŘ ŀǎ t5CΩΥ /ƭƛŎƪƛƴƎ ƻƴ ǘƘŜ t5C ƛŎƻƴ 
will download the report and from there the 
user can open and view it on any PDF reader.

Ψ±ƛŜǿ wŜǇƻǊǘ /ƻƴǘŜƴǘΩΥ  ¢ƘŜ ǊŜǇƻǊǘ ǿƛƭƭ ƻǇŜƴ ŀǎ ŀ ǘŀōƭŜ ƛƴ ŀ ǇƻǇǳǇ ŘƛŀƭƻƎΣ ƳƻǊŜ 
details in later slide. This report example is the Transaction Log Client report

Ψ5ƻǿƴƭƻŀŘ ŀǎ /{±ΩΥ /ƭƛŎƪƛƴƎ ǘƘƛǎ ƛŎƻƴ ǿƛƭƭ ŘƻǿƴƭƻŀŘ 
report in CSV format to file system



Reports Management ς Report Actions - View Report Content 

This section has the same information that is in 
the report header ς the request parameters with 
which the report was generated.

This section can be expanded / collapsed by 
toggling the double chevron icon 

Records are sortable

Columns can be filtered

Report Body 
ς contains 
the report 
data

Columns can be removed or 
added using the filter 
setting. This feature is per 
report tab, not per report. 
Different tabs (representing 
different sections in the 
report) will have a different 
set of columns.

The amount of data (records) loaded is controlled. 10,000 records are loaded 
ƛƴƛǘƛŀƭƭȅΣ ǘƘŜƴ ŜŀŎƘ ǘƛƳŜ ǘƘŜ ά[ƻŀŘ ƳƻǊŜ Řŀǘŀέ ōǳǘǘƻƴ ƛǎ ŎƭƛŎƪŜŘ млΣллл ƳƻǊŜ 
records are loaded, up to a maximum of 1,000,000

User can scroll through more pages of records, depending on how many records 
ƘŀǾŜ ōŜŜƴ ƭƻŀŘŜŘΣ ǳǎƛƴƎ άbŜȄǘ ǇŀƎŜέΣ άtǊŜǾƛƻǳǎ ǇŀƎŜέ ŀƴŘ ǇŀƎŜ ŎƻƴǘǊƻƭǎ

Report with report header section collapsed



Once a report has been selected, additional 
information must be provided. The nature of any 
additional information will depend on the report 
type.  For a full list of report types and the 
additional information required for each, please 
ǊŜŦŜǊ ǘƻ ǘƘŜ Ψba±{ wŜǇƻǊǘ [ƛǎǘΩ ǎƭƛŘŜ ƛƴ !ǇǇŜƴŘƛȄΦ

¢ƘŜ ŜȄŀƳǇƭŜ ǇǊƻǾƛŘŜŘ ƛǎ ƻŦ ŀ ΨContracted 
Wholesalers StakeholderΩ ǊŜǇƻǊǘΦ ¢ƘŜ ǳǎŜǊ Ƴǳǎǘ 
provide the mandatory fields (denoted by an 
asterisk *). They are:
Å Report Name
Å Product Code Scheme, and Product Code. 

Depending on the source of data used to create 
the report, the information that will be captured 
in the report may not be up to date. The latest 
available data shows the timestamp of the last 
update of the data source for the report.

Once the additional information has been 
supplied, the user is required to click the 
ΨwŜǉǳŜǎǘ wŜǇƻǊǘΩ ōǳǘǘƻƴΦ Lƴ ǘƘƛǎ ŜȄŀƳǇƭŜ ŀ 
validation error is returned because the fields 
were not entered. Entering a product code will 
allow the user to successfully request a report. 
Similar validation errors will be returned for 
other reports and the user will be provided with 
a message to indicate why.

After successfully requesting a report, the user 
will be returned to the Reports Home Screen and 
the requested report will show as an entry in the 
table with a queued status.

Reports Management - Submitting Report Parameters Example

The user can close the popup 
ǿƛǘƘ ǘƘŜ Ψ/ƭƻǎŜΩ ƻǊ Ψ·Ω 
buttons.

The user can navigate back to the 
ƭƛǎǘ ƻŦ ŀǾŀƛƭŀōƭŜ ǊŜǇƻǊǘǎ ǿƛǘƘ ǘƘŜ ΨDƻ 
.ŀŎƪΩ ōǳǘǘƻƴ
















































































































